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Executive Summary

Since 2002, the State of Georgia has employed electronic voting machines statewide.  Subsequently, there have been widespread reports of security vulnerabilities in these machines discovered during studies conducted in laboratory settings.  Georgia Secretary of State Karen Handel’s office funded a research study conducted by the Georgia Institute of Technology to better understand the threats and their potential impact on the secure conduct of elections. The focus of this study was on the real-time elections environment, including the procedures and processes related to the use of electronic machines and the effectiveness of such procedures in mitigating the known technical threats. Note that we did not perform software audits of specific e-voting machines but instead accepted the findings of previous software security studies. We analyzed Georgia election regulations and observed poll workers and county election officials as they conducted electronic elections. We evaluated key threats against Georgia’s election procedures to determine if malicious individuals could exploit the vulnerabilities in voting machines.

Our principal findings are:

· Election officials would likely be able to detect certain technical attacks by voters discovered in previous studies, provided that they are trained to recognize suspicious voter behavior.

· Procedures for election security often reflect previous voting technologies. They effectively handle traditional physical threats such as theft or vandalism but could be strengthened to address computer security threats such as software manipulation.
· Procedures related to the use of electronic machines in elections address operational aspects well but should be improved to address hardware failures, human errors, and malicious acts. In a complex system that involves a large number of machines and people, such equipment failures and personnel mistakes will occur. In the absence of uniform guidelines, officials resort to ad hoc solutions that may be insecure.

· The election system requires trust in a widely distributed collection of officials, volunteers, and equipment vendors. A single trusted person choosing to act against the State may find an opportunity to alter the software on a machine. Any malicious person using deception to appear trusted may achieve a similar goal. By limiting an individual’s access to the voting equipment, reliance on each individual’s trust can be reduced.

· Voting stations and tabulation servers made of high quality computer hardware and software will make fewer burdensome demands on people and procedures. The current equipment does not appear to provide this high quality. Equipment failures produce a culture in which personnel expect voting errors to occur, and this diminishes their ability to identify errors as possible attacks against security.

· The Election Code regularly uses vague language, leaving significant discretion to election officials.
Whenever possible, security risks should be reduced by feasible and cost-effective defenses. To enhance election security, citizen trust, and effective recovery from a compromise or an error, we suggest a mix of short-term corrections and long-term strategic revisions to the current conduct of Georgia elections. These recommendations include:

· Changes to poll worker training to improve management of training sessions, poll worker understanding of the voting machines, knowledge of possible attacks by malicious voters, and appropriate responses to suspicious voters.

· Guidance with regard to precinct layouts to ensure that poll workers have a line-of-sight towards voters using the voting machines.

·  Improved verification of the identity of any person assisting with an election.

· Creation of an election oversight group that can determine how unexpected situations that arise during an election may have impacted the election’s security.

· Improved recording or logging of accesses made to voting machines while in storage, such as with the use of electronic door locks opened with a magnetic swipe card identifying the person entering the storage room.

To develop these recommendations, we observed the execution of elections in the field. During our observations, events occurred that could have impacted the security of the election had an attacker been present to take advantage of the situations. Incorporating our suggested revisions into the election procedures should help reduce the occurrences of potentially unsafe events, and should increase the trust that Georgia citizens can place in their elections.

1
Introduction

The State of Georgia employs electronic voting equipment manufactured by Diebold Election Systems, now Premier Election Solutions, statewide. In recent years, laboratory studies have demonstrated serious security vulnerabilities with the technical design and implementation of Diebold election equipment (GAO 2005). Diebold has not denied the presence of the flaws, but has claimed that the procedures describing proper use of and access to the equipment renders the flaws irrelevant (Diebold 2003). However, the complexity of the operational processes used to carry out elections, ranging from the security of technologies used for casting and tabulating votes to the reliance on people for the correct administration of election processes, introduces factors that make it difficult to ascertain that election results accurately reflect the will of the voters. This can undermine public confidence in election outcomes.

In July 2007, Georgia Secretary of State Karen Handel sponsored a research study by the Georgia Tech Information Security Center and the Office of Policy Analysis and Research to study the policies and procedures regulating the use of electronic voting machines in the State of Georgia. The primary goals of the study were to understand and evaluate the security of Georgia’s elections given the laboratory discoveries of technical flaws in the Diebold voting equipment, and to propose revisions to current procedures to increase election security. We performed a security analysis of the election procedures related to the setup, use, and storage of Diebold voting machines and attempted to identify potential unmitigated threats that could lead to local or systematic vote tabulation errors. In such cases, we then considered procedural changes that could better manage the threat and improve the security of electronic elections. This report presents the results of our study. 

We conducted the research from July to December 2007, with field work occurring during election cycles in September and November 2007. Our study consisted of the following three phases:

PHASE 1. We reviewed the procedures codified in Georgia Election Code and their implementation as they relate to electronic voting machine use. This included examination of defined processes, interviews with various stakeholders, and actual election observation to reach an understanding of the operational processes. The processes that we reviewed include logic and accuracy testing, voting machine setup before an election, Election Day voting, aggregation and tabulation of votes, and storage of machines after an election.

PHASE 2. We performed a systematic security analysis of the processes reviewed in Phase 1. This phase included development of realistic threat models and studies of how an adversary may devise attacks to exploit known vulnerabilities in voting equipment. 

PHASE 3.  We developed possible mitigation strategies for the threats identified in Phase 2. Our recommendations include both short-term alterations to voting procedures and long-term strategic revisions to the use of electronic voting machines in Georgia. 
We accepted the technical flaws in Diebold voting machines identified in previous academic research studies as representative of actual errors in the machines’ software. Our study found mixed results as to the exploitability of these flaws in an actual voting environment. In many cases, a malicious voter using a voting machine during an election for malice must use the machine in an unusual manner. Vigilant poll workers knowledgeable of the possible attacks that a voter might attempt would be likely to detect an attack as it occurred. However, our field observations did discover that some precincts were laid out in a manner that obstructed poll workers’ view of voters using voting machines. We expect that simple changes to polling places and poll worker training can improve the poll workers’ ability to detect a malicious voter.

One of the weaknesses that we identified related to the threat of a malicious individual pretending to be an election official. During our field observations, we concluded that an attacker could likely gain access to voting machines by masquerading as a state official or Diebold technical staff member. Many poll workers appeared inclined to place trust in any professionally dressed person having computer knowledge and claiming to be at the precinct on official business. We recommend strengthening identity verification of any person claiming to need access to voting machines, such as a technical staff member repairing a faulty voting machine.

Georgia’s elections depend on trust in a wide collection of volunteers, poll workers, and staff. Our interactions with these parties led us to believe that they earnestly desired to help the state carry out its elections. We recommend changes to poll worker training to include hands-on practice with the Diebold computer systems (or an equivalent online training simulator). We also suggest training poll workers in the types of threats that a voter might try to exploit so that they are able to identify suspicious behaviors during an election. We do note that a malicious person could infiltrate the election staff, so screening personnel having centralized access to security-critical voting equipment, logging access to voting machines while in storage, and limiting unnecessary access may reduce the threat of a malicious insider.

The rest of this report presents our findings and our recommendations in detail. Section 2 presents background information providing the context surrounding our study. We present our methodology in Section 3. Sections 4, 5, and 6 present different threat analyses and our analysis of potential damage that can be caused by those threats in the context of real elections. Section 4 focuses on procedural mitigations of the technical threats in Diebold voting machines, when a voter is the attacker. Section 5 considers the processes themselves and identifies weaknesses that may arise in the way people carry out codified procedures. Section 6 analyzes attacks wherein an election official or an attacker pretending to be an election official intentionally acts against the security of an election. At the conclusion of each of these three threat analysis sections, we present recommended changes to procedures that we expect can be implemented in the short term with little fiscal burden. Lastly, in Section 7, we recommend long-term, systematic procedural revisions that (in our estimation) will require financial and personnel commitment.  

2
Background

At present, over thirty states, including Georgia, use electronic voting machines (Pew Center 2007). Beginning in 2002, the State of Georgia deployed Diebold touchscreen voting machines statewide. In subsequent years, the state acquired additional Diebold equipment, including electronic lists of eligible voters and servers for county and state ballot tabulation. The principal components of the Georgia deployment of Diebold equipment include:

· AccuVote-TS direct recording electronic (DRE) touchscreen voting machines used by voters to view and cast their ballot. Each terminal has a touchscreen display, a smartcard reader, and a memory card reader. An eligible voter activates the voting machine by inserting a voter smartcard into the smartcard reader.

· ExpressPoll electronic pollbooks store rolls of eligible voters and activate a voter smartcard for use by an eligible voter. 

· GEMS servers receive and tabulate vote counts transmitted from precincts or aggregation points distributed throughout a county.

After being heralded as the choice technology to replace punch card machines, computer scientists have found issues of concern with the Diebold electronic voting system. A 2004 study (Kohno et al. 2004) revealed security weaknesses, including the following flaws: voters able to elevate privilege to the administrative level, incorrect use of cryptography, poor software development practices, voters able to cast unlimited ballots, poll workers able to modify the ballot, and poll workers able to match a ballot to a voter. Other known problems include screen freezes of the AccuVote-TS stations and the GEMS server.

Other studies (Abbot et al. 2007; Canandrino et al. 2007; Feldman, Halderman, and Felton 2007; RABA 2004; SAIC 2003) confirmed these vulnerabilities and reinforced the need to revisit the expectation that electronic voting machines provide the panacea for problematic elections. A bipartisan letter report from the National Research Council in July 2006 warned that reliability, usability, security, election-worker training, and voter education remained unsolved issues (Thornburgh and Celeste 2006).  Although these studies were conducted in laboratory settings where researchers had considerably greater degrees of access to voting machine hardware and software than ordinary poll workers or voters, the existence of vulnerabilities in voting machines has led to serious action by several states:
· Maryland will replace touch-screen voting systems with optical scan machines (Meyerson 2008).

· The Colorado Secretary of State decertified three of the four electronic voting machine brands used in the state due to concerns of security and accuracy (Christian Science Monitor 2008). Premier Voting Systems’ (formerly Diebold) equipment passed (Colorado Secretary of State 2007).

· Ohio’s Secretary of State Jennifer Brunner recently recommended replacing the touch screen machines for similar concerns (Christian Science Monitor 2008). Cuyahoga County, Ohio’s most populous county, voted to switch to optical scan machines before the March 4, 2008 primary (CBS News 2007).

· Secretary of State Debra Bowen of California banned three of four electronic voting models (California Secretary of State 2007).

· Kurt Browning, Florida’s Secretary of State, is converting Florida to optical scan machines that guarantee a paper trail (Associated Press 2008).
Yet, it remains unclear how the interaction of Diebold voting machines with people carrying out election procedures alters the viability of possible attacks. The questions are whether the threats and vulnerabilities brought to light by the previous studies are 1) realistic, and 2) can be mitigated by existing processes and procedures. If realistic attacks are not currently mitigated by procedures, are there possible adjustments that can be made to reduce risk to an acceptable level?

3
Methodology

Answering these questions required three primary research methods: review of Georgia’s Election Code, field observations of elections, and threat analysis. In order to better utilize our limited opportunities for field observations, we first analyzed Georgia’s election code, the statutory guidance governing Georgia’s elections, to find procedures of interest. Based on our analysis of the code, we developed observation worksheets that were used during observations of two elections in Fall 2007. We finally analyzed the procedures and observations with respect to the known threats against the Diebold equipment to determine the ability of procedures to mitigate the threats. 

3.1
Election Code

The first step of this research was to study Georgia’s election code for processes related to voting machines. Georgia’s election procedures are spread throughout multiple documents; the principal election code is Title 21 of the State Election Code and is comprised of fifteen articles. The research team focused on Article 8.1, State-wide Voting Equipment; Article 9, Voting Machines and Vote Recorders Generally; and Article 11, Preparation for and Conduct of Primaries and Elections. In addition, we studied the Rules of the State Election Board, focusing primarily on Chapter 183-1-12, Voting Machines–Vote Recorders. Within each of those texts, particular scrutiny was given to sections that deal with the operation and handling of electronic voting machines. The majority of the legal material pertaining to electronic voting equipment concerns processes that occur at times other than when polls are open on Election Day. 

The research team identified three processes as especially significant in maintaining the integrity of Georgia’s election system: storage of voting machines when not in use, poll preparation, and tabulation. We studied the language and wording of these three processes to gain an understanding of the expected procedures governing use of the Diebold equipment. 
3.2
Field Work: Election Observations

The second step in the research methodology was to conduct in-field observations of election officials and poll workers as they executed the procedures during an election. In particular, we wanted to determine if the implementations of the policies and procedures were consistent with good security practices. The research team conducted two election observations in Fall 2007.  

On September 18, four researchers observed elections in several urban and rural counties (see Appendix B). During this observation, we focused on precinct-level election-day operations, including poll preparation and opening, normal voting, and precinct closing. Following our election code analysis and this initial observation experience, we developed observation worksheets for future use by observers assisting with this research. 

On October 9, three researchers observed logic and accuracy (L&A) testing in Dawson County. Activities observed during this visit included unsealing and resealing of machines, ballot loading, a test vote on each AccuVote-TS machine, and voter card encoding tests using the ExpressPoll digital pollbooks.

On November 6, approximately 15 volunteers observed elections in approximately ten counties. The November observations included poll worker training on the night before Election Day and central Fulton County tabulation during the night after polls closed. As with the September 18 observation, the November observations included the processes of opening the polls, voting, and closing the polls; our observers utilized the observation forms created after the September elections. We prepared our observers with two training sessions held prior to Election Day, and we held a post-election debriefing to solicit comments on their experiences that may not have been logged on their observation forms. Appendix C includes the three observation worksheets, one each for opening, voting, and closing.

The security analyses of Sections 4–6 incorporate findings from these observations, with most emphasis given in Section 5. 
3.3
Threat Analysis

After compiling the observations, we analyzed the impact of each observed behavior upon secure elections. Our threat analysis was driven by two types of attackers: a malicious voter threat characterizes the case where the attacker is a voter having access to the AccuVote-TS equipment during an election day. An insider threat embodies attacks coming from trusted election officials themselves, or an outside attacker masquerading as a trusted official. Insider attacks apply at all stages of an election, including Election Day operations, opening, closing, preparation, and storage, as well as to all components of the machinery, including the AccuVote-TS stations, the GEMS server, the smartcards, and the memory cards.

Given these two classes of threat, we analyzed the robustness of the election system to attacks. Our analysis focused on the following three areas:

1. In light of the technical vulnerabilities identified in previous research studies, we investigated the ability of the procedures to mitigate attacks by malicious voters against the vulnerabilities. We listed the known vulnerabilities and identified procedures or observed behaviors that reduced a voter’s ability to exploit the flaw.

2. We considered the potential types of access granted to or manipulation effected by a malicious voter due to the deviations from established procedures that we observed during our field work. This analysis directly ties into the field observations reported by our observation team described in Section 3.2.

3. We analyzed the human trust required for the election system to function properly and studied the ways that a malicious insider or an attacker masquerading as an insider could impact the outcome of an election.

Sections 4–6 present these three components of our threat analysis in detail.
3.4
Limits of Study

The reader should consider the following limits of our study: 

· Georgia has 159 counties, over 3000 polling locations, and approximately 25,000 AccuVote-TS machines. Due to time and budgetary constraints, it was not feasible to conduct observations at each county, precinct, or voting machine. From a research design standpoint, sampling is considered standard. However, we note that our sample of observed precincts is not random but was determined by the counties and municipalities conducting elections during the dates of our study. While useful lessons can be learned from these observations, one should not draw universal conclusions about all counties in Georgia.  

· Counties and municipalities have a significant degree of autonomy with regard to how they conduct elections. This posed challenges with regard to discerning which processes were mandated by state law or election code and which were unique to a particular jurisdiction.

· This research was limited to processes and procedures and did not analyze any software code or examine any hardware such as the voting machines or servers. We accepted results of previous studies as ground truth of technical vulnerabilities in the equipment.

· We did not study absentee voting, early voting, or the federal and state equipment certification processes.  

· A systematic, large-scale attack will need to compromise procedures at the state or county level. The Election Center at Kennesaw State University fills a key role in Georgia’s statewide election procedures, which makes it a potential target of a systematic attack. We did not have sufficient information to evaluate the security safeguards protecting against a centralized compromise at the state level.

4
Technical Threat Mitigation

Previous research studies have identified technical flaws with Diebold voting equipment that can lead to incorrectly cast or tabulated votes. Many of these vulnerabilities were discovered when considering the malicious voter threat. This threat assumes that a voter will intentionally use a Diebold AccuVote-TS machine incorrectly on an election day. We assume that the voter has the financial means and technical skill necessary to prepare his attack ahead of the election. He has the source code of the software and a complete voting station device available to him for study. We believe that such an attacker is plausible: Diebold has accidentally disclosed the source code of the AccuVote-TS software (McWilliams 2003; Schwartz 2003; McMillan 2006), and AccuVote-TS hardware has appeared for sale at an online auction site (Dobbs 2006). Georgia’s election procedures hence must take steps to mitigate the threat of a motivated and skillful malicious voter.
We studied the possible interactions between a malicious voter and an AccuVote-TS voting station in a realistic voting-day environment. Our goal was to determine whether the malicious voter could successfully attack the system even with polling-place procedures and personnel in place. For the known technical vulnerabilities, we analyzed the level of access needed by the voter to carry out an attack against each vulnerability. For example, some of the attacks require access to the AccuVote-TS computer’s memory card slot, which is protected by locked panels and blocked by the privacy screens of the voting booth. Such barriers might provide sufficient protection from the threat given the public nature of a polling place.

Observant poll workers contribute to the overall security of the electronic voting system, as they can detect unusual voter behavior that may indicate an ongoing attack. However, a poll worker’s ability to detect a malicious voter should never be considered foolproof. People vary widely in their technical ability to recognize malfeasance and in their willingness to confront a person acting suspiciously. At best, expecting poll workers to provide security for insecure software should be considered a short-term stopgap measure. Direct repair of the root flaws—vulnerabilities in the software and design of the AccuVote-TS—provides a more robust response to malicious voters.

The following sections describe the flaws identified in previous research and our assessment of a voter’s ability to exploit the flaws during an election. We base our assessment on both the procedures specified in Georgia’s election code and our field observations of poll workers and voter use of the electronic equipment. Table 1 summarizes the threats, their scope, the expected consequences of a successful attack against, and our field observations.

Table 1: Threats from voters.

	Technical Threat
	Scope
	Consequences
	Observations to mitigate the threat

	A voter modifies (could modify) the internal hardware of the voting machines. 
	Single machine
	Vote tampering
	Current procedures sufficient

	A voter installs (could install) unauthorized software via memory card 
	Single machine
	Vote tampering
	Most precinct layouts allow easy observation of irregular machine use. Some precinct layouts keep machines out of view of poll workers; these layouts require revision

	A voter accesses (could access) the  Windows operating system access via memory card
	Single machine
	Render equipment inoperable. Delete previous votes
	Most precinct layouts allow easy observation of irregular machine use. Some precinct layouts keep machines out of view of poll workers; these layouts require revision

	A voter forges (could forge)  a voter smartcard. 

	Single machine
	Repeated voting. Vote buying
	Most precincts ensure collection of used voter cards. Hectic nature of busy precincts may allow voter to exit with card; this requires attention

	A voter forges (could forge)  an ender smartcard 

	Single machine
	Close voting machine before end of election
	Current procedures sufficient

	A voter forges (could forge)  an administrator smartcard 
	Single machine
	Administer machine
	Current password procedures insecure and require revision


4.1
Internal Hardware Modification

The Diebold voting machines used statewide are complete computer systems. An attacker able to open the case of a voting machine can alter the internal hardware to change the behavior of the computer (Feldman, Halderman, and Felton 2007; Hursti 2006). Sophisticated attacks may not be detectable to voters, poll workers, or the Kennesaw State University Elections Center.

Internal device access requires removing the outer case of the voting machine. We believe that it is extremely likely that an attacker attempting to gain such access during an election will be noticed by the poll workers at the polling location. This is also a sophisticated attack: manipulation of the internal hardware of a computer requires a high skill level and specialized equipment. Poll workers maintain sufficient vigilance to detect this attack when perpetrated by a voter at a polling site.

4.2
Memory Card Reader Attacks

Diebold voting machines use memory cards to store ballot information and votes cast at the voting machine. An attacker able to insert their own memory card into the AccuVote-TS can execute a number of attacks that compromise the security of that voting station (Calandrino et al. 2004; Feldman, Halderman, and Felton 2007; Hursti 2006; RABA 2004).

Memory card reader access requires opening of a locked door covering the device on the voting machine. Previous studies have demonstrated that the physical lock is of low quality and can be quickly picked by anyone skilled in lock picking. However, the lock is on the side of the machine in an area that voters do not normally use during voting, and it is blocked by the plastic privacy screen that surrounds the voting terminal. The attacker would need to adjust the position of the privacy screen, then unlock the door, and then insert their memory card. It is likely, though not guaranteed, that a voter attempting these manipulations will be noticed by poll workers.

Some attacks using memory cards require the attacker to reboot the voting machine’s computer. This will increase the length of time that an attacker spends at the machine, which may appear suspicious. Rebooting may also exhibit machine behavior noticeable to poll workers.

We observed that the likelihood that poll workers would notice a voter manipulating the memory card slot differs at different precincts. Some precinct layouts had all poll workers facing away from the voting machines, so they would not observe manipulation unless they happened to turn around. At other precincts, poll workers had a good view of the voting machines and would be likely to detect attempted manipulation.

4.3
Smartcard Forgery

Smartcards inserted into readers at the voting machines give the user varying levels of access to the machine. A voter card allows the user to prepare and cast a vote in the election. An ender card closes the voting station; the only way to reopen the station is to reboot the computer. A supervisor card allows access to administrative functionality. All three types of cards are subject to attack (Calandrino et al. 2007, Kohno et al. 2004, RABA 2004).

Because legitimate voters insert a smartcard into the AccuVote-TS machine as part of the voting process, malicious voters can easily insert a forged or fake smartcard into an AccuVote-TS machine without detection. Versions of the software for the voting machines circa 2001/2002 allow a malicious voter to replicate a single voter card into many fraudulent cards (Kohno et al. 2004). The voter would need to exit a precinct without returning their card, and the duplicates would need to be used by subsequent voters in the election. An attacker could additionally program his or her smartcards to ignore the vote cancellation operation, enabling a single card to remain active even after a cast ballot. Newer versions of the AccuVote-TS software have added countermeasures against these attacks (Calandrino et al. 2007). Determining which version of the software is used in Georgia would require inspection of the AccuVote-TS, which was out of this study’s scope.
Existing voter identification requirements should prevent a voter from entering a precinct multiple times, so attempts to cast multiple ballots would likely be made during a single interaction between the attacker and the voting machine. This may cause the attacker to be at the machine for a long period of time; an attentive poll worker may identify this as unusual. Moreover, insertion and removal of smartcards uses a mechanical device that causes audible noise. An individual repeatedly inserting and removing smartcards may be identified by the recurring noise made by these actions. We expect this behavior to be characteristic only of a legitimate voter struggling to use the equipment and of malicious voters casting multiple ballots; in both cases, investigation by a poll worker is likely an appropriate action.

Malicious voters may have success using a forged administrator smartcard to access privileged functionality of the machines. Although the administrative interface requires the user to enter a password after inserting the smartcard, we observed poor password protection practices in precincts. Password security was compromised, and we were in fact able to learn the administrative passwords. This required no effort on our part, as poll workers would sometimes yell the password to each other across the polling room during precinct closeout. An attacker who learns the password in such a manner could later enter administrative mode on a machine with little obvious behavior irregularity.

4.4
Short-Term Recommendations

To improve mitigation of the known technical flaws in the Diebold equipment against the threat of malicious voters, we suggest the following short-term actions:

· Poll worker training should cover the need to keep administrator passwords secret. The passwords should never be spoken but should instead be directly entered into the voting machines from the instruction sheet listing the password. 

· Precinct layouts should give poll workers a view towards the voting machines so that they would be likely to notice memory card manipulation and manipulation of the plastic privacy shield on the right side of the AccuVote-TS stations. Poll worker training should explain that the locked memory card panel should never be opened by a voter and that a voter manipulating the panel is suspicious.

· Poll worker training should explain that a voter leaving with a smartcard might reset the card and give it to another voter, which allows the second voter to vote multiple times. The poll workers should understand that they must be diligent when collecting used voter smartcards. 

· Poll worker training should explain that a voter repeatedly inserting and removing a smartcard may be suspicious, though the voter may also simply be struggling to use the equipment. A poll worker should investigate and either assist the voter or suspect fraud. 

· Poll workers training should explain how to handle a suspicious voter, such as by immediately contacting the Kennesaw State University Elections Center or law enforcement.

· Poll workers should be able to reboot voting machines for which the election was incorrectly ended by an attacker. They should keep a record of reboots needed by each machine for future analysis.

5
Procedural Weaknesses 

Proper monitoring of the voting machines by the human poll workers during an election can reduce a malicious voter’s ability to execute certain technical attacks against vulnerabilities in the equipment. However, in some instances, poll workers are unaware of the existing security vulnerabilities, making them an ineffective line of defense. More significantly, people are imperfect, and they execute procedures imperfectly. Conventional wisdom in the security community holds that computer users and administrators are some of the weakest components of a complete computing system or network, and attackers may be more likely to attempt an exploit of human weakness rather than a technical deficiency. 

In this section, we analyze the design and implementation of the election procedures regulating access to and operation of the Diebold voting equipment. By analyzing codified policy, we discovered unexpected weaknesses in the policies and ambiguity that might lead to unexpected interpretation and execution by election officials. By observing how these officials implement the procedures, we gained first-hand knowledge of both common interpretations of code and errors made in its execution. Whether by accidental mistakes or intentional short-circuiting of the best practices proscribed by the state, incorrect deployment and use can introduce opportunities for manipulated elections that would not otherwise be present.

Tables 2–7 present our findings as a series of tables centered around our observations of officials in the field and our analysis of portions of the election code. Table 2 presents initial issues observed during our reading of the election code. Each of the subsequent tables then shows findings from a particular process identified in Section 3.1, from poll worker training, or from normal precinct operation during the time of voting. The tables include only those observations that we judged to raise potential concern about an election’s integrity. Table 3 addresses procedures related to voting machine storage during times that the machines are not in use. Machines will come out of storage for use in an election by poll workers who may be only marginally familiar with the operation of the electronic equipment. Table 4 lists issues arising during poll worker training sessions, often held just prior to an election day, intended to help the poll workers. Table 5 presents analysis of the procedures used to open a precinct for voting utilizing Diebold machines. Once the precinct opens, voters operate the machines and may attempt to execute attacks. Table 6 gives our observations of machine operation and poll worker diligence during the open election period. At the end of the day, workers close each voting station and tabulate results at precincts, aggregation sites, counties, and the state. Issues related to closeout and tabulation appear in Table 7. It is important to note that these practices were not observed in all precincts. Most of these practices are not harmful to the voting machines if it is assumed that all parties can be trusted. 
We include an analysis of the threat and consequence of each observation in each table. The observation column lists specific observations captured during our study. The threat column explains why this observation is considered a risk to the election. The criticality column evaluates the likelihood that the observation will threaten the results of the election.  A notation of low, medium, high and uncertain are offered to discern how likely this threat is to affect the election. The consequences column evaluates the potential impact to an election if each threat is realized.

5.1
Analysis of Georgia’s Election Code

To frame our research questions, we analyzed relevant legal material regarding the conduct of elections in Georgia.  Specifically, we studied Title 21 of the State Election Code, focusing on Article 8.1, State-wide Voting Equipment; Article 9, Voting Machines and Vote Recorders Generally; and Article 11, Preparation for and Conduct of Primaries and Elections. In addition, we studied the Rules of the State Election Board, focusing primarily on Chapter 183-1-12, Voting Machines–Vote Recorders. Within each of those texts, particular scrutiny was given to sections that dealt with the operation and handling of electronic voting machines. The majority of the legal material pertaining to electronic voting equipment concerns processes that occur at times other than when polls are open on Election Day.

In this analysis, we reached two main conclusions. First, we found that the existing processes and procedures still reflect the previous voting technologies. They are designed to handle traditional physical threats such as theft or vandalism rather than computer security threats such as software manipulation.

Second, we observed significant variability in the specificity of language used in the Election Code.  Portions of the code were highly specific, mentioning Diebold AccuVote-TS components in technical phrasing and giving explicit instructions as to use of the components. Other portions used vague langue, leaving terms undefined and expecting the reader to determine their meaning. For example, the code contained phrasing such as, “the voting machines shall be properly covered and stored” and “poll workers shall be adequately trained”. What does it mean for the machines to the “properly covered and stored”?  How does one know when the poll worker is “adequately trained”? When passages are explicit, the clarity suggests a heightened importance due to the detail with which the procedure is explained. Election superintendents may believe that thoroughly explained processes have greater weight and may neglect procedures that are less detailed. Consistency in clarity across the Election Code should resolve such disparities.

We note that each voting machine is certified and tested prior to use, and suggest a similar requirement for poll workers and officials. The election system should establish the same trust in personnel as in the electronic voting machines. We recommend that some level of certification is designated to poll workers after completion of their training.

Table 2 lists some examples of our analysis of the Election Code.  

Table 2:  Potential weaknesses in Georgia Election Code.

	Observation
	Threat
	Consequences
	Criticality

	Single person is responsible for all machines in the county (Chapter 183-1-12-.02 pg 28.02)
	This is an insider threat. Anytime only one person is responsible, no one else is there to confirm or deny they did or did not do something
	The entire election could be compromised
	Low. Relies completely on the trusted party

	Anyone who accesses the storage area should report themselves to the election superintendent. (Chapter 183-1-12)
	Attackers will not announce themselves to the official
	Undetected alteration of equipment, invalidation of equipment by cutting seals
	High

	Access logs are based on self-reporting (Chapter 183-1-12-02)
	Attackers will not enter themselves into the log
	Depends.  If the attacker cut the seals, but doesn’t touch the machines, the machines still have to be recertified.  If the attacker is an insider with an inventory of seals, they could manipulate the hardware or software without detection
	High, and would possibly go undetected

	Vague language in the code:  “election superintendent shall maintain”, “voting machines shall be properly covered and stored”,  “adequate training”, “proper order for voting”, etc.
	Undefined parameters will be left to the interpretation and discretion of the local officials.  If it unclear they will ignore.  Whatever the intent of the regulation was, it will probably not be met
	Without thorough operational guidance, elections officials may unknowingly handle voting machines in a way that compromises their functionality.  
	Medium


5.2
Analysis of Field Observations 

After analyzing the election regulations as stipulated by law, we then conducted observations on and around two Election Days: September 18 and November 6.  Tables 3-7 capture instances of observed activity that we believe poses a threat to conducting a secure election.

Table 3: Field observations of procedures when machines are in storage.

	Observation
	Threat
	Consequences
	Criticality

	Inmates of the Georgia Department of Corrections regularly called upon to transport and handle electronic voting machines
	Probably not a legitimate threat to elections, but the public perception would be poor, magnifying an otherwise benign observation
	Loss of public confidence
	Low 


Table 4: Field observations of procedures during poll worker training.

	Observation
	Threat
	Consequences
	Criticality 

	Election superintendent disseminated information  in an ad hoc fashion without an agenda or training materials
	Poll workers do not follow procedures or administer election improperly due to lack of proper training
	Threat may be isolated to specific precinct or precincts.  However, if county has many new poll workers, could be more widespread
	High

	Poll worker training was conducted the night before the election in local county courthouse
	Poll workers are not adequately prepared to operate the ExpressPolls and the voting units
	Threat may be isolated to specific precinct or precincts.  However, if county has many new poll workers, could be more widespread
	High

	ExpressPolls were present in the courthouse room; when election superintendent left the room, the poll workers thought the meeting was over and began leaving with the equipment
	Equipment could be taken by the wrong parties.  Equipment could be taken without record of who took it
	Machines could be stolen and not available for the election
	Low. Probably not a legitimate threat, but it is poor practice.  If the machines were not signed out, chain of custody would be in question.  Thus, if any disputes arose, it would be difficult to verify the machines were securely managed


Table 5:  Field observations of irregular procedures during poll preparation.

	Observation
	Threat
	Consequences
	Criticality 

	Poll workers who know each other have a tendency to be lax in their allegiance to the processes and procedures
	Poll workers could skip key steps in the process.  Threat to election would vary depending on which steps they omitted
	In a small community with a small election, these vulnerabilities could be penetrated easily
	Low. Probably not a legitimate threat by itself 

	Layout of the precinct had the poll workers with their backs to the voting machine
	Poll workers are unable to observe voters and guard against coercion or improper communication
	A savvy voter could tamper with the voting machine unobserved.  If a voter is having difficulty with the machine, most of the poll workers would not be aware
	Low

	Voting machines are positioned less than one foot apart
	Improper communication such as coercion could take place without the poll workers’ knowledge
	Voter may not feel comfortable casting their ballot
	Low

	AccuVote-TS machines would not print zero tapes
	Unreliable voting software or hardware
	Unavailability of voting machines
	Medium


Table 6:  Field observations of procedures while precincts open for election.

	Observation
	Threat
	Consequences
	Criticality 

	Identity verification is prone to human error 
	Voter could check in as another person and vote twice (innocently or maliciously)
	Actual voter may not be allowed to vote.
	Low

	After casting their ballots, voter access cards are not consistently returned to the same person
	Voters could inadvertently give their card to someone who is not a poll worker
	Someone could leave with their card and create forged duplicates, possibly allowing subsequent repeat voting
	Low

	Poll workers trusted well-dressed members of the observation team
	A malicious party with minimal knowledge of the voting machines could gain the confidence of the poll workers and thus, access to the voting units
	A malicious attacker with expertise could gain access to the voting stations
	High


Table 7:  Field observations of procedures during closeout and tabulation.

	Observation
	Threat
	Consequences
	Criticality

	Multiple data transmission methods from polling precincts to headquarters (i.e. modem transmission or physical delivery)
	Non-uniform procedures


	Contested election
	Low

	Poll workers unplugged the ExpressPoll stations without being sure if they needed to conduct any protocols on the individual units
	Since we did not conduct analysis of the software or hardware, we are not sure of the consequences of this action
	Since we did not conduct analysis of the software or hardware, we are not sure of the consequences of this action
	Uncertain

	Poll workers shared passwords verbally 
	Non-trusted parties could overhear the password and gain access to voting units
	 If a non-trusted party overhears the password and gains access to the system, all the ballots cast for the jurisdiction would be in question
	Uncertain.  With trusted parties this is not a threat, but extremely poor practice

	GEMS server software failed during tabulation
	Since we did not conduct analysis of the software or hardware, we are not sure of the consequences of this action
	Since we did not conduct analysis of the software or hardware, we are not sure of the consequences of this action
	Medium


5.3
Short-Term Recommendations

To guard against procedural weaknesses, we recommend the following short-term actions: 

· Offer poll worker certification.  This designation gives credit for current poll worker training.  It recognizes which pieces of voting equipment the certificate holder has received.  Future certification levels might be required to serve as election superintendent recognizing adequate knowledge and experience with voting systems.

· Conduct analysis of Georgia’s Election Code to discern where value language can be clarified. 

· Standardize poll worker training by offering a state-wide uniform poll worker curriculum and handbook.

· Include security implications of not following proper procedures in poll worker training and ensure that they understand how to deal with failures, errors or attacks.

6
Trusted Parties

The usefulness of procedures to control the threats against an election exists only when the people charged with execution of those procedures act appropriately. Attacks may violate the trust placed in these individuals in several ways: 

· Malicious insider attack: An insider attack occurs when a person who is trusted to act appropriately chooses to violate that trust and engages in behavior that may alter the outcome of an election.  For example, a custodian of the voting machines while in storage could cut the seals of the voting machines cases.  S/he could then not tamper with the machines at all, but create the illusion that they had been compromised.  This would be undetectable and the machines would all have to undergo recertification prior to use in an election.   Depending on when the tampering occurs, it could greatly interfere with the execution of the election.  Table 8 summarizes a variety of insider attack scenarios.  

· Social engineering attack: A social engineering attack occurs when an attacker without access tricks election officials into believing that she should legitimately have access to election equipment, votes, or voters.  For example, one could envision someone purporting themselves to be a Diebold technician entering the Fulton County headquarters and informing the poll workers they needed to add a software patch to the machines.   Social engineering attacks are particularly interesting, as the attackers violating trust are not among the original trusted parties but are instead pretending to be a trusted party.

· Unintended violation: An unintended violation may occur when a poll worker, volunteer, or employee violates procedures, whether through accident, lack of awareness, or belief that the procedure is irrelevant. For example, a poll worker may unplug the voting machines before all the tallies are retrieved.

When reading the following sections, consider both the impact of a malicious insider and the impact of a social engineer simply pretending to be the trusted party. An attacker wanting to alter the outcome of an election may find that social engineering provides the easiest method. In the following sections, we consider how violations of trust may affect the security of an electronic election. Table 8 summarizes our analysis of possible attacks by malicious insiders, should they exist.

Table 8: Summary of threats from malicious insiders.

	Malicious Insider
	Threats
	Scope
	Consequence

	County poll worker
	Could modify Internal hardware or software 
	County
	Votes could be altered without being detected; voting machines could be  rendered inoperable

	Precinct poll worker
	Could modify internal hardware or software; could cut the seals on voting machines protective cases
	Precinct
	Votes could be altered without being detected; voting machines could be  rendered inoperable  

	Technical services employee
	Software modification of voting 
stations & tabulation servers
	Precinct, county
	Undetected alteration of votes

	Custodian of the equipment
	Internal hardware modification, 
software modification, seal cutting
	Precinct, county
	Undetected alteration of votes, 
machines rendered inoperable

	Custodian of the memory cards
	Software modification
	Precinct, county, state
	Undetected alteration of votes

	Custodian of the smart cards
	Malicious voters able to acquire cards
	Precinct, county
	Repeated voting

	Software developer
	Malicious code embedded in software
	State
	Undetected alteration of votes

	Hardware manufacturer
	Malicious hardware installed in 
machines
	State
	Undetected alteration of votes, failure to record votes


6.1
County Election Officials

County election officials use the Diebold election equipment shortly before an election and on an election day. Before an election, the poll workers load ballots into the voting stations via memory card insertion as part of logic and accuracy (L&A) testing. A malicious poll worker could load illicit software on voting stations via the memory card slot, which is required to be opened during the testing. L&A testing is not formally monitored, and it requires poll workers to shuffle memory cards in and out of machines as part of normal testing. This offers a malicious individual easy opportunity to install malicious programs. 

On Election Day, county election officials staff a central tabulation site operating a Diebold GEMS server. A malicious worker could alter or disable the correct execution of the GEMS server tabulating votes, but we expect successful attacks to be unlikely. In our observations, we saw a large number of poll workers and technical support personnel near the GEMS equipment, making an attack difficult.

6.2
Precinct Poll Worker

Precinct poll workers interact with the electronic equipment on days of an election. A malicious precinct worker could unlock the memory card slot to insert a malicious memory card either at poll site opening or during the course of the Election Day. A malicious poll worker at closing could swap a valid memory card containing votes and the paper tape printouts listing vote counts at that machine with a forged card and collection of printouts.
Precincts generally have sufficient staffing to detect a poll worker who is accessing the voting machines’ memory card slot during opening or voting, as the card slot should not be opened until the polling location closes. At poll closing, we observed that one poll worker seemed to be responsible for retrieving the memory card from each machine and printing out the vote count at each machine. We believe that it would be easy for this poll worker to quickly swap the memory card for a forged card. However, the physical nature of the paper tape printouts makes them more robust to slight-of-hand. In many cases, we expect that such an attacker could be detected by other poll workers in the facility.

Precincts may be targets of social engineering attacks wherein an attacker pretends to be a precinct poll worker. In our observations, we experienced few challenges to our presence and few requests to see our documents from Secretary Handel giving us permission to observe the proceedings. Precinct managers asked us if we were there to help staff the polling place. In fact, we were asked this even without showing our identification from the Secretary of State’s office; we had simply dressed in professional attire, and this alone gave us the air of authority. We discovered that some poll workers believed us to be providers of Diebold technical support, as they would ask us to help them figure out why a system was not working as they expected.

6.3
Technical Services Employee

Technical services employees manage and troubleshoot the electronic voting equipment. We observed little technical support at the precinct level, but significant technical presence at the county level during tabulation. Poll workers and county election officials place extensive trust in the technical personnel to understand the voting equipment and to resolve issues that arise. It would likely be unsurprising to see a technical support person manipulating a voting machine, pollbook, or GEMS server as others may legitimately believe that is the appropriate resolution mechanism. A malicious individual could likely install unsafe software onto an AccuVote-TS station or a GEMS server with little suspicion. 

An attractive entry point for a potential attacker is to claim to be a technical support person, and social engineering attacks like this should be considered likely. We observed failures of GEMS software during tabulation; technical staff recovered from the problem by restarting the software. Poll workers and county election officials are not alarmed when the voting equipment fails and are unlikely to suspect a staff person who gives the appearance of working to recover a computer system from a fault. Attackers can leverage the need for technical support by masquerading as a technical services staff member. County workers are unlikely to know Diebold technicians sent into the field as election-day support, so pretending to be a Diebold employee may be a particularly easy way for an attacker to gain full access to the equipment, including the GEMS server.
6.4
Custodian of the Equipment

Counties and municipalities store the voting equipment in locked facilities when not in use. Any person having access to the facility likewise has access to each stored machine. A straightforward attack may simply cut the security seals on each machine to give the impression that an attacker manipulated the hardware or software of the equipment. None of the unsealed machines should then be used without first recertifying the system as genuine and unmodified.  In a more complex attack, a malicious insider able to manufacture or acquire replacement security tags could make note of the seal numbers on the equipment, manufacture forged seals with the identical numbers, unseal and manipulate the machines, and then reseal the equipment with identical seal numbers. This attack would be undetected, as seal number verification performed when preparing the machines for the next election would not reveal any errors. Undetected removal of seals appears possible: Johnston studied the success of tamper-resistant seals (Johnston 2006), and the results are discouraging. He developed 105 different methods to defeat security seals, and, as an example, described how to defeat wire-loop seals similar to one type of seal used in Georgia. In a detection test, he found that experts trained to detect tampering could identify actual seal tampering with success equivalent to simple guessing or coin flipping.

6.5
Custodian of the Memory Cards

Memory cards store ballots, cast votes, and new software for installation onto the voting stations. A person having control of the memory cards has the opportunity to affect an election by manipulating the contents of the cards. The memory cards may be an appealing target for an attacker, as they are disseminated throughout the state, giving an attacker with access to the cards wide-reaching influence. Once the memory cards are delivered from the state to each county and precinct, an insider or social engineer able to gain access to the cards can execute against attacks at those smaller levels. As with memory card attacks executed by a malicious voter against a single machine, the effects include installation of malicious software that undetectably alters votes and access to critical Windows system files.
6.6
Custodian of the Smart Cards

Smart cards allow people to access voting or supervisor functionality of the Diebold machines. Previous studies have showed that an attacker is able to forge valid smart cards given an example. If the people entrusted with storage of the smart cards do not maintain physical secrecy of the cards, then smart card forgery is a valid threat. If the custodians choose to act maliciously, they can manufacture their own forged cards for distribution to colluding attackers.

6.7
Software Developer
Software developers have complete control over the programs that execute on the AccuVote-TS and GEMS computers. If these programs contain malicious software code, then they can directly alter vote records or simply provide a backdoor allowing a knowledgeable attacker using the computer to execute functionality not normally available to them. Attacks of this sort underlie the arguments of organizations, such as Black Box Voting, that argue against electronic voting equipment.

Expert code analysis may uncover hidden functionality in voting machine software. Software certifying agencies should detect these attacks. However, the certifying agencies appear to have been historically remiss in their duties (Drew 2007; Zetter 2004). Vulnerable machines have been certified previously; these incorrect software certifications have contributed to the negative publicity surrounding electronic voting and the decertification of equipment in other states. As a result, we are not confident that the agencies have the expertise or willingness to detect malicious code deliberately inserted into the voting software. 
We note that it is generally impossible to prove software to be error-free. Diebold AccuVote-TS software is complex—it includes a Microsoft Windows operating system—and it is unreasonable to expect any certifying agency to ever claim voting software to be perfectly secure. Our concern expressed above, however, reflects the degree to which the agencies failed to identify deficiencies in the software that would have been apparent to computer scientists with security training.
6.8
Hardware Manufacturer
Diebold voting equipment internally uses standard computer hardware similar to laptop and desktop computers. A manufacturer of the hardware is trusted to use only benign components in the final assembly of the system. An unscrupulous manufacturer could alter the internal hardware in ways equivalent to the attacks against internal memory discovered in previous research.

A deliberate attack by a hardware manufacturer is unlikely to occur in practice. Legal threats against a manufacturer altering the hardware diminish the chances that a company would execute such an attack. It may be technically difficult to insert malicious hardware specific to a particular election, as the machines will be manufactured years before races are known. However, the attack could simply insert a backdoor into the system that allows a user of the machine to invoke privileged functionality without authentication. Standard verification techniques to detect altered software would not detect altered hardware.
6.9
Short-Term Recommendations

To improve the robustness of Georgia elections to threats from unintended violations, malicious insiders or social engineering attackers, we recommend the following actions:

· Instruct poll managers to verify the identity of any poll worker that they do not know personally.

· Instruct election officials to verify the identity of any technical service staff person assisting with the voting machines or ExpressPolls. Any organizations providing technical staff, including the state, counties, Diebold, and KSU, should furnish a list of names and photos of staff members to precincts prior to an election. Election officials should match the identity of a staff person to the list of names before allowing the individual to troubleshoot hardware or software failures.

· Election officials allowed to alter the contents of memory cards as part of their normal duties should be vetted or screened.

7
Long-Term Recommendations

The importance of the integrity of election processes is well recognized but creating a transparent and secure election system presents numerous challenges. To complement the short-term recommendations presented in Section 4–6, we here suggest the following long-term revisions to the election procedures and protocols in Georgia:

· Develop a uniform poll worker protocol handbook for statewide use. 

· The state should consider creation of an election security oversight group which would be responsible for investigations of exceptional circumstances that may arise during an electronic election to determine whether or not the security of the election remains strong.

· Train poll workers in the handling of unexpected situations that they may have never before experienced. We generically suggest that the poll workers should react to the best of their ability, but then should document the situation and their response. This documentation should be reported to the election security oversight group for analysis.

· Make the role of poll workers in maintaining election security more explicit by training them for possible malicious scenarios involving misuse of the AccuVote-TS. Poll workers could be given a portfolio with what-if scenarios that allow them to learn of potential attacks as well as appropriate responses to those attacks. 

· Develop and use online training resources. All poll workers who will be operating an AccuVote-TS voting machine or an ExpressPoll during an election should be trained to use the computer. An online simulation of the voting machine or electronic pollbook may provide a convenient training method.

· Study the feasibility of voting equipment offering either non-electronic election auditability or provable electronic vote tallying accuracy. Other states already appear to be investigating such systems, and Georgia should participate in these studies to remain at the forefront of electronic voting.

· Given previous certification by certifying agencies of voting machines with critical software security flaws, the state may wish to revise its acceptance criteria for new equipment. We suggest establishment of minimum requirements for new software; these requirements should include source code security analysis and red-team attack testing by teams designated by the state.

· Voting machines should make a rebooting operation easily noticeable to poll workers, perhaps via a loud tone that cannot be suppressed. Poll workers should be made aware that a rebooted machine may indicate attempted fraud by the voter at the machine.

· Secure equipment storage sites with electronic door locks opened with swipe cards so that a complete log of the identity of all people unlocking the door is available.

· Operate video surveillance in equipment storage areas to aid law enforcement in the event of an attack against a storage site. 
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Appendix A: Summary of Recommendations

The following list aggregates all recommendations from previous sections into a single list for easy reference. Individual items in this appendix are direct reprints of a recommendation appearing in an earlier section of this document.

· Poll worker training should cover the need to keep administrator passwords secret. The passwords should never be spoken but should instead be directly entered into the voting machines from the instruction sheet listing the password. 

· Precinct layouts should give poll workers a view towards the voting machines so that they would be likely to notice memory card manipulation and manipulation of the plastic privacy shield on the right side of the AccuVote-TS stations. Poll worker training should explain that the locked memory card panel should never be opened by a voter and that a voter manipulating the panel is suspicious.

· Poll worker training should explain that a voter leaving with a smartcard might reset the card and give it to another voter, which allows the second voter to vote multiple times. The poll workers should understand that they must be diligent when collecting used voter smartcards. 

· Poll worker training should explain that a voter repeatedly inserting and removing a smartcard may be suspicious, though the voter may also simply be struggling to use the equipment. A poll worker should investigate and either assist the voter or suspect fraud. 

· Poll workers training should explain how to handle a suspicious voter, such as by immediately contacting the Kennesaw State University Elections Center.

· Poll workers should be able to reboot voting machines for which the election was incorrectly ended by an attacker. They should keep a record of reboots needed by each machine for future analysis.

· Instruct poll managers to verify the identity of any poll worker that they do not know personally.

· Instruct election officials to verify the identity of any technical service staff person assisting with the voting machines or ExpressPolls. Any organizations providing technical staff, including the state, counties, Diebold, and KSU, should furnish a list of names and photos of staff members to precincts prior to an election. Election officials should match the identity of a staff person to the list of names before allowing the individual to troubleshoot hardware or software failures.

· Election officials allowed to alter the contents of memory cards as part of their normal duties should be vetted or screened.

· Develop a uniform poll worker protocol handbook for statewide use. 

· The state should consider creation of an election security oversight group which would be responsible for investigations of exceptional circumstances that may arise during an electronic election to determine whether or not the security of the election remains strong.

· Train poll workers in the handling of unexpected situations that they may have never before experienced. We generically suggest that the poll workers should react to the best of their ability, but then should document the situation and their response. This documentation should be reported to the election security oversight group for analysis.

· Make the role of poll workers in maintaining election security more explicit by training them for possible malicious scenarios involving misuse of the AccuVote-TS. Poll workers could be given a portfolio with what-if scenarios that allow them to learn of potential attacks as well as appropriate responses to those attacks. 

· Develop and use online training resources. All poll workers who will be operating an AccuVote-TS voting machine or an ExpressPoll during an election should be trained to use the computer. An online simulation of the voting machine or electronic pollbook may provide a convenient training method.

· Study the feasibility of voting equipment offering either non-electronic election auditability or provable electronic vote tallying accuracy. Other states already appear to be investigating such systems, and Georgia should participate in these studies to remain at the forefront of electronic voting.

· Given previous certification by certifying agencies of voting machines with critical software security flaws, the state may wish to revise its acceptance criteria for new equipment. We suggest establishment of minimum requirements for new software; these requirements should include source code security analysis and red-team attack testing by teams designated by the state.

· Voting machines should make a rebooting operation easily noticeable to poll workers, perhaps via a loud tone that cannot be suppressed. Poll workers should be made aware that a rebooted machine may indicate attempted fraud by the voter at the machine.

· Secure equipment storage sites with electronic door locks opened with swipe cards so that a complete log of the identity of all people unlocking the door is available.

· Operate video surveillance in equipment storage areas to aid law enforcement in the event of an attack against a storage site. 

Appendix B: List of Counties Observed

For elections on September 18, 2007: 

· Fulton County: voting and precinct closing.

· Whitfield County

· Chattooga County

· Marion County

· Sumter County

· Berrien County

· Echols County

· Lowndes County

· Lamar County

For elections on November 6, 2007:

· Bibb
· Cobb
· Coweta
· Dawson County: logic and accuracy (L&A) testing on October 9.

· DeKalb
· Floyd
· Fulton County: tabulation. 
· Henry
· Pike
· Polk 
· Spalding
Appendix C: Observation Forms

On November 6, 2007, we observed the conduct of elections at a variety of counties and precincts around Georgia. To increase our coverage area, we employed the assistance of approximately fifteen volunteers. We asked all observers to complete forms giving them an opportunity to list the behavior of personnel operating the precinct. Section B.1 presents the form used by our volunteers observing mid-day, routine voting. Section B.2 contains the form for observers who additionally watched precinct opening at the start of Election Day. Section B.3 gives the form used by observers who watched the closing of a precinct at the end of the election.

C.1
Routine Voting

Instructions to observer:

The following questions should be used for observation.  All questions should be answered without having to directly ask a poll worker.  When possible, provide objective data such as time and numbers.  Take note of anything that seems unusual or surprising.   

Time of Arrival:



Time of Departure:


1) Approximately how many voters did you observe?  ________________

2) What was the average time for a voter to be at the voting machine (10 sec, 30 sec, 1min, etc)?  __________

3) What is the polling place typically used for? (i.e. church, school, gym, etc.) _____________________________________________________________________

4) How many poll workers are at the polling place?  ___________

5) What is the layout of the voting place? (Provide simple diagram including entrance to polling place, registration table, voting machines.)


6) How many feet are between voting machines?  

· Less than 12 inches

· Between one and two feet

· More than two feet

7) Are the screens of the voting machines facing toward the poll workers?  

· Yes

· No

If no, please give more detail. 

_________________________________________________________________________

_________________________________________________________________________

_________________________________________________________________________

_________________________________________________________________________

_________________________________________________________________________

8) Does the poll manager provide instruction and leadership for the other poll workers?

· Yes

· No

· Unable to answer


9) Are poll workers able to provide assistance to electors having difficulty with the machines? 

· Yes

· No

· Unable to answer

10) Is there a landline phone in the polling precinct? 

· Yes

· No

· Unable to answer


11) Is one of the voting machines set up with ear phones and a key pad for visually impaired? (NOTE:  IMPORTANT QUESTION.  PLEASE TRY TO ANSWER THIS ONE.)

· Yes

· No

12) What is the chain of custody of a voter access card?  Please be as specific as possible.  E.g. Poll worker 1, voter, poll worker 2.  (NOTE:  IMPORTANT QUESTION.  PLEASE TRY TO ANSWER THIS ONE.)

	
	Example
	Actual

	Start 
	Poll worker 1 
	

	Exchange 1
	Poll worker 2
	

	Exchange 2
	Voter
	

	Finish
	Drop box monitored by poll worker
	


13) What is the sequence of steps a voter goes through in the polling place? 

	Step
	Activity –Example
	Activity –Actual

	1
	Enter and show identification
	

	2
	Complete voter certificate
	

	3
	Check in at Express Poll and submit voter certificate
	

	4
	Receive voter access card  (VAC)
	

	5
	Go to voting machine, insert VAC and vote
	

	6
	Eject VAC 
	

	7
	Return VAC to poll worker 
	

	8
	Exit
	


14) What is the general elections environment? 

· Organized OR 

· Disorganized

· Quiet OR

· Loud

· Busy OR

· Slow

· Formal OR 

· Informal

15) Could someone walk up to a voting unit without walking past a poll manager? (Is there more than one entrance to the voting area?)

· Yes

· No

16) Were there spare/replacement voting machines in sight?

· Yes

· No

17) Did you see any machines malfunction or experience technical problems? If so, how was the situation handled and by whom?

· Yes

· No


 If yes, how was the situation handled and by whom?

_________________________________________________________________________

_________________________________________________________________________

_________________________________________________________________________

Other Observations:

As an observer, you are not to ask questions of the poll workers about their processes and procedures.  However, you may glean information from casual conversation about when the machines were delivered, who delivered them, where they are stored, etc.  Please note any information you hear about the voting machines that is not captured in the above questions. 

_________________________________________________________________________

_________________________________________________________________________

_________________________________________________________________________

_________________________________________________________________________

_________________________________________________________________________

_________________________________________________________________________

_________________________________________________________________________

C.2
Opening and Routine Voting

Instructions to observer:

The following questions should be used for observation.  All questions should be answered without having to directly ask a poll worker.  When possible, provide objective data such as time and numbers.  Take note of anything that seems unusual or surprising.   

Time of Arrival:


Time of Departure:


18) When did the poll workers arrive at the precinct?  _____________________

19) What was the average time for a voter to be at the voting machine (10 sec, 30 sec, 1min, etc)?  __________

20) What is the polling place typically used for? (i.e. church, school, gym, etc.) _____________________________________________________________________

21) How many poll workers are at the polling place?  ___________

22) What equipment did the poll manager and workers carry into the precinct? (i.e. white cardboard suitcase, black suitcase containing Express Poll units)

_________________________________________________________________________

_________________________________________________________________________

_________________________________________________________________________

_________________________________________________________________________

23) Were the voting machines already inside the precinct?

· Yes

· No

24) Were they already powered on?

· Yes

· No

· Unable to answer

25) How were the voting machines stored? (i.e. locked room/closet, chained together)

_____________________________________________________________________

_____________________________________________________________________

_____________________________________________________________________

26) Did you observe the poll workers administer oaths to one another? When?

· Yes.  If yes, when? _________________

· No

27) Are there seals on the voting machines? 

· Yes.   If yes, what color? ______________

· No

· Unable to answer

28) How are the seals removed? (i.e. scissors, wire cutters)Was the number on the seal recorded?

_____________________________________________________________________

_____________________________________________________________________

_____________________________________________________________________

· Unable to answer

29)  How are the voting machines connected to a power source? (i.e. each machine plugged directly into wall/power strip, all machines daisy chained together)

_____________________________________________________________________

_____________________________________________________________________

· Unable to answer

30)  Does the poll manager insert the memory card at set-up?

· Yes  

· No

· Unable to answer

31)  Is a zero-tape printed for every machine?

· Yes  

· No

· Unable to answer

32) Are the two doors on the voting machines locked? (top right covering tape and right side covering memory slot)

· Yes  

· No

· Unable to answer

33) Do the poll workers follow detailed instructions on a sheet of power?

· Yes

· No

· Unable to answer

34) When are the Express Poll units set up?  ___________________________

35) What is the division of labor by the poll workers? How many poll workers actually come in contact with the voting machines?

_____________________________________________________________________

_____________________________________________________________________

_____________________________________________________________________

36)  What time is the setup process completed?  ____________________________

37) What is the layout of the voting place? (Provide simple diagram including entrance to polling place, registration table, voting machines.)


38) How many feet are between voting machines?  

· Less than 12 inches

· Between one and two feet

· More than two feet

39) Are the screens of the voting machines facing toward the poll workers?

· Yes

· No


If no, please give more detail. 

_________________________________________________________________________

_________________________________________________________________________

_________________________________________________________________________

_________________________________________________________________________

40) Is there a poll manager providing instruction and leadership for the other workers?

· Yes

· No

41) Are poll workers able to provide assistance to electors having difficulty with the machines? 

· Yes

· No

42) Is there a landline phone in the polling precinct? 

· Yes

· No

43) Is one of the voting machines set up with ear phones and a key pad for visually impaired? (NOTE:  IMPORTANT QUESTION.  PLEASE TRY TO ANSWER THIS ONE.)

· Yes

· No

44) What is the sequence of steps a voter goes through in the polling place?

	Step
	Activity –Example
	Activity –Actual

	1
	Enter and show identification
	

	2
	Complete voter certificate
	

	3
	Check in at Express Poll and submit voter certificate
	

	4
	Receive voter access card  (VAC)
	

	5
	Go to voting machine, insert VAC and vote
	

	6
	Eject VAC 
	

	7
	Return VAC to poll worker 
	

	8
	Exit
	


45) What is the chain of custody of a voter access card?  Please be as specific as possible.  E.g. Poll worker 1, voter, poll worker 2. 

	
	Example
	Actual

	Start 
	Poll worker 1 
	

	Exchange 1
	Poll worker 2
	

	Exchange 2
	Voter
	

	Finish
	Drop box monitored by poll worker
	


46) What is the general elections environment? 

· Organized OR 

· Disorganized

· Quiet OR

· Loud

· Busy OR

· Slow

· Formal OR 

· Informal

47) Could someone walk up to a voting unit without walking past a poll manager? (Is there more than one entrance to the voting area?)

· Yes

· No

48) Were there spare/replacement polling machines in sight?  

· Yes

· No

If yes, please describe their location and status. 

_________________________________________________________________________

_________________________________________________________________________

_________________________________________________________________________

_________________________________________________________________________

49) Did you see any machines malfunction or experience technical problems?

· Yes

· No

 If yes, how was the situation handled and by whom?

_________________________________________________________________________

_________________________________________________________________________

_________________________________________________________________________

_________________________________________________________________________

_________________________________________________________________________

50) Approximately how many voters did you observe? ______________________

Other Observations:

As an observer, you are not to ask questions of the poll workers about their processes and procedures.  However, you may glean information from casual conversation about when the machines were delivered, who delivered them, where they are stored, etc.  Please note any information you hear about the voting machines that is not captured in the above questions. 

_________________________________________________________________________

_________________________________________________________________________

_________________________________________________________________________

_________________________________________________________________________

_________________________________________________________________________

_________________________________________________________________________

_________________________________________________________________________

_________________________________________________________________________

C.3
Closing and Routine Voting

Instructions to observer:

The following questions should be used for observation.  All questions should be answered without having to directly ask a poll worker.  When possible, provide objective data such as time and numbers.  Take note of anything that seems unusual or surprising.   

Time of Arrival:


Time of Departure:


51) Approximately how many voters did you observe? _________________

52) What was the average time for a voter to be at the voting machine (10 sec, 30 sec, 1min, etc)?  __________

53) What is the polling place typically used for? (i.e. church, school, gym, etc.) _____________________________________________________________________

54) How many poll workers are at the polling place?  ___________

55) What is the layout of the voting place? (Provide simple diagram including entrance to polling place, registration table, voting machines.)


56) How many feet are between voting machines?

· Less than 12 inches

· Between one and two feet

· More than two feet

57) Are the screens of the voting machines facing toward the poll workers?

· Yes

· No

If no, please give more detail. 

_________________________________________________________________________

_________________________________________________________________________

_________________________________________________________________________

_________________________________________________________________________

_________________________________________________________________________

58) Does the poll manager provide instruction and leadership for the other poll workers?

· Yes

· No

59) Are poll workers able to provide assistance to electors having difficulty with the machines? 

· Yes

· No

· Unable to answer

60) Is there a landline phone in the polling precinct? 

· Yes

· No

· Unable to answer

61) Is one of the voting machines set up with ear phones and a key pad for visually impaired? (NOTE:  IMPORTANT QUESTION.  PLEASE TRY TO ANSWER THIS ONE.)

· Yes

· No

62) What is the sequence of steps a voter goes through in the polling place? 

	Step
	Activity –Example
	Activity –Actual

	1
	Enter and show identification
	

	2
	Complete voter certificate
	

	3
	Check in at Express Poll and submit voter certificate
	

	4
	Receive voter access card  (VAC)
	

	5
	Go to voting machine, insert VAC and vote
	

	6
	Eject VAC 
	

	7
	Return VAC to poll worker 
	

	8
	Exit
	


63) What is the chain of custody of a voter access card?  Please be as specific as possible.  E.g. Poll worker 1, voter, poll worker 2. (NOTE:  IMPORTANT QUESTION.  PLEASE TRY TO ANSWER THIS ONE.)

	
	Example
	Actual

	Start 
	Poll worker 1 
	

	Exchange 1
	Poll worker 2 (Express Poll)
	

	Exchange 2
	Voter
	

	Finish
	Drop box monitored by poll worker
	


64) What is the general elections environment? 

· Organized OR 

· Disorganized

· Quiet OR

· Loud

· Busy OR

· Slow

· Formal OR 

· Informal

65) Could someone walk up to a voting unit without walking past a poll manager? (Is there more than one entrance to the voting area?)

· Yes

· No

66) Were there spare/replacement voting machines in sight?

· Yes

· No

67) When did the last elector exit the precinct?  _________________
68) When do poll workers begin closing? (Do poll workers begin shutting down machines prior to the close of the precinct?)  ____________________________________________________________________________________________________________________________________________

69) What is the sequence of events that take place to close the polling location?  If you are unable to capture the sequence precisely, please list as many activities as you observe.  Examples would be running vote tallies off each unit, turning off machines, etc. 

I. ________________________________________________________

II.  ________________________________________________________

III. _________________________________________________________

IV. _________________________________________________________

V. ________________________________________________________

VI. ________________________________________________________

VII. _________________________________________________________

70) Who is tabulating votes?  ________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

71) What happens to the voter access cards?  __________________________________________________________________________________________________________________________________________________________________________________________________________________

· Unable to answer

72) Are seals placed on the voting machines? What color and material? 

· Yes. Color and material: _________________​​​​​​​___________________

· No

73) Are the numbers on the seals recorded? 

· Yes

· No 

· Unable to answer

74)  Is one of the voting machines designated to be an “Aggregator”?

· Yes

· No

· Unable to answer

75)  Is a telephone line connected to one or more voting machines to upload vote counts?

· Yes

· No

· Unable to answer

76)  Is a tape of vote totals printed for every machine? 

· Yes

· No 

· Unable to answer

77) How many copies of each tape are printed?  _____________

· Unable to answer

78) Do all poll workers sign each tape?

· Yes

· No

· Unable to answer

79)  Are paper tapes containing vote totals displayed at the entrance of the precinct?

· Yes

· No

· Unable to answer

80) Do the poll workers follow detailed instructions for closing the precinct?

· Yes

· No

· Unable to answer

81) Do all poll workers leave at the same time?

· Yes

· No

· Unable to answer

82) What equipment is left at the precinct? What equipment is removed from the precinct? By whom? (i.e. white cardboard suitcase, black suitcase containing Express Poll units, voting machines)

· Left at precinct:_________________________________________________

· Removed from precinct:__________________________________________

· Removed by whom_______________________________________________

· Unable to answer

83) How many poll workers return the equipment and memory cards? (i.e. travelled in same vehicle) _________________

84) Did you see any machines malfunction or experience technical problems? If so, how was the situation handled and by whom?

_________________________________________________________________________

_________________________________________________________________________

_________________________________________________________________________

_________________________________________________________________________

Other Observations:

As an observer, you are not to ask questions of the poll workers about their processes and procedures.  However, you may glean information from casual conversation about when the machines were delivered, who delivered them, where they are stored, etc.  Please note any information you hear about the voting machines that is not captured in the above questions. 

_________________________________________________________________________

_________________________________________________________________________

_________________________________________________________________________

_________________________________________________________________________

_________________________________________________________________________
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