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Thisdocumentprovides a Statistical Analysis of the 6th
DistrictRunoffElection results thagienerated national
skepticism when thewere publishedon June 20th2017%
Its purpose ito assess the accuracy of the reportednoff
results usingntrinsictechniques ttat arewidely accepted
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ABOUT THEAUTHOR
Garland Favoritoisa co-founder ofVoters Organized for Trusted Election Results in Georgia
(VoterGA and Elections Director of the Constitution Party of Georgia. Votés@Monpartisan,
non-profit, alkvolunteer organization dedicated to restoring the integrity of Geoedgtions
Its primaryobjectiveis to advocatdor verifiable, auditable and recousdapable votingn
Georgialt alsoadvocates fofair andequal ballot access for all Georgia citizens

Mr. Favoritois acareer hformation Technologyprofessional withover40 years oin-depth
experiencean internet systems desigiusinessystems analysjslatabase administration,
application developmentystensintegration,systems life cyclenethodologiescomputer
programmingproject managementand multifactor securityfor financial transactiondHis
experience centersn medium and largescale missiostritical applications in nearly ddcets
of American business.igindustry experiencéncludes bankingfinancial systems, health care,
accounting, manufacting, inventory, purchasing, retailing, utilities, telecommunications,
insurance, software development and the service industry.

Mr. Favorito alsohas 15years ofvolunteerinvolvementinregardst® S2 NHA | Qa @2 G Ay 3
machinesdating back to 2002 before the&tate purchased and implemented timeachines. Hs

election integrity activities includeesearch, analysislocumentation,and presentatiors

involvingDS 2 NBA I Qa O dzNNBeysirecagiizédithyfalighdudndost 6f Yatate® as a

leading expert on the usag#, and risks involved witD S2 NBHA F Qa @20Ay 3 YI OKAy

Mr. Favorito also providetfoterGA statisticsfor the 2010 South Carolina U.S. Senate
Democratic primaryo the Vic Rawl campaigand notificationto the South Carolina State
Election Board of VoterGA fimgsas discussed later in this documeiihe primary was one of
the most questionable electiona electronic voting monitoring history.

Mr. Favoritof A 3Sa Ay w2ag¢gSftft | (" doig@ssinalDSSGABSHE 2 F DS 2
residence igbout three miles from the home of Karen and Steve Handel aedrole from

one of the Jon Ossoff campaign offitkat conductedthe most massive door to door

canvassing operation he had ever witnessktt. Favorito is acquainted with variety of

different Republican and Democrat leaders who were active in thBigtrict race, as well as

the election officials ithe GA6 countiesHeintegratedtheir knowledgento this statistical

analysisandthe VoterGARoot Cause Analydie authored. Tat studyidentified results

reporting problems that occurred during tH@A6Special Electioheld on Aprill8,2017.

VoterGAis nationally recognized abe leading election integrity organization in Georgia.
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INTRODUCTION

Thisstatisticalanalysisculminates four months of study int@ported results fothe 6th District
(GAB)RunoffElection held odune 202017.VoterGA initiated this study as a resaftnational
skepticisnregardng the unverifiable results in both the GA6 Special Election and particularly
the GA6 Runoff. The document has separate sections for the statistical analysis, summary of
findings and conclusion. Ti®ummary ofindingssection contains all key statistics so that the
casual reader can skip the analysis and go straight té-th@éingsand Conclusionsections.

To assess the credibility of the GA6 Runoff results, the study contrasts the verifiable vote counts
from maitin and provisional ballots with the unverifiable early voting and Election Day vote
counts. t determinesactual voter party affiliation fronthe primary voting history of GA6 mail

in votersand early voterdased oncompleted ballot recordsofr their appli@tions. Itapplies

three alternative scenariosegardingunaffiliated vote countgi.e., votes cast by voters without

a partyaffiliated voting historyand projecs potential Runoff election outcom&that can be
compared to the reported results. The threeenariosare:

1. Affiliated Party Line Vote- Projects maffiliated vote countsthat each candidat@eeds

to achieve theeportedresultsif all affiliated voters voted for thie partyQ éandidate
2. Shared Party Ratiq Projects unaffiliated vote countsy extrapolating theaffiliated

party ratio and identifies a crossover rate that achieves reported results by vote type
3. Unaffiliated Vote Split¢ Appliesan even split of unaffiliated votes the counts for

each candidate androjects an affiliatedcrossover ratéo achieve reported results

The combinedscenarios offer a range of possibilities camgthe spectrum of how unaffiliated
Runoff votes may have beerast forthe candidates including majority Republican, majority
Democratic and equal split. The scenario steps are illustrated here

Affiliated Party Shared Party L{/rﬁgmsatﬁ?
Line Vote Ratio <

A

Subtract Actual Party Affiliated
Votes from Actual Results to
Derive Unaffiliated Party Votes

Use Actual Party Affiliated Vote
Ratios to Project Unaffiliated
Vote Counts

Split Unaffiliated Votes Equally
Among Candidates and Define
Affiliated Needed for Results

Total Affiliated Votes and
Unaffiliated Vote Counts for
Each Candidate

Define Affiliated Excess for
Candidates by Subtracting
Needed from Actual Affiliated

Derive Crossover Rates from
Totals as needed to Achieve
Actual Results

Derive Crossover Rates from
Excess of Total Affiliated as
needed to Achieve Results
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GEORGIA ELECTIOBACKGROUND

Georgia Election Equipment

In 2001 Georgia evaluated ettronic voting equipment inesponse to media hype concerning
the 2000 Presidential Election. 2002, itbecame the first state timplementa statewide
votingsysterd ¢ KS { SONB G NBE 2 RAccyVitd TOBeO Recardirg El€Boni©OK 2 a4 S
(DREYoting machine®riginallyproduced by Global Election Management Systems (GEMS)
Dieboldacquired Global beforthe contractwith Georgiavas signed in May of that yearhe
contract includedsEMSounty election servetsTheGEMServer software runs on the
Windows 2000 Operatin§ystem with Service Pack 4 installed. DiREsoftware runs on a
modified version of the Windows/CE operating systdine server database runs tme
Microsoft Joint Engine Technolo@dET) engine. In 201Georgia upgraded theoting machne
software toBallot Stationversion 4.5.2and upgraded the GEMS softwaiee GEMS Version
1.18.22 as part of a statewide voting software upgrade.

¢tKS @SYR2NJ adzLILR2 NI AYy3I DS2NHBAIl Qa ElRdidnSySems &S @2
Software(ES&S)Both Global and ES&S originally started in 1979 as Data Mark, which was

renamed American Information Systems in 1980. Those companies were founded by brothers

Bob and Todd Urosevich, who separated to form Global Election SyatehisS&S,

respectivelyln 2002, wherDiebold acquired Global Election Systernestablished arelection
subsidiarynamedDiebold Election Systesnin 2007 Diebold renamed its elections subsidiary

Premier Election Solutions after the company receimedative nationwide publicity for its

voting equipment. In 20LPremier sold ityoting systemhardware and software support

rightsto ES&S. Premier also soldvtgting systemintellectual property rightdo Canadian

basedDominion Voting Systems

In 2012, Georgi&ecretary of StatBrian Kemp executed a contract to publish its state election
results through Clarity Elections ENR, which is produced by Fhageal SOE Software. SOE
was a subsidiary that had juseen acquired by the Spanislwned SCYTin January of that

year. Cobb County reported its votes using Clarity software in 2014 and Fulton County began
reporting its votes using Clarity software in 2016.

The Center for Election Systen(GES) akennesaw State UniversifikSUprepares the Georgia
voting system for each electiom 2001 former KSU professor Britain Williams participated in a
voting system evaluation conducted by Secretary of State Cathy Cox. When the system was
purchased in 2002, Cox signed a contract @dESor election supportCES creates balband
electiondatabases for each countit also providesechnical supporfor each election

Pagebof 71


http://www.essvote.com/
http://www.essvote.com/
http://dominionvoting.com/
https://www.scytl.com/en/
http://elections.kennesaw.edu/
http://kennesaw.edu/

VoterGA GA6 Runoff Election

StatisticalAnalysis

Georgia Election Procedures

TheCenter for Election Systems (CES) creates the ballots, pdifies and GEMS databases.
CES distributethem to each county prior to anlection. Each county loads the database it
receives onto its GEMS server and programs each voting machine memory card. The memory
cards are then loaded into each voting machioeecord the results for voters. Each county

loads voter data contained on thmoll book file into each precinct poll book. The poll book file

is used to verify voters on Election Day and create a voter access card that voters load into the
voting machine to tell the machine that they are authorized to cast one Vidte.voting

machne then displays the ballots to voters and accepts their selections from the touch screen.
(See Exhibit 7)

Poll workers also use the poll books to create voter access cardadigrinpersonvoters.
However,CES does not lodtde poll baok fileswith voter data for inperson early voting. Early
in-person voters are verified using a central database before the poll worker uses the poll book
to create a voter access card for the voter. The central database also records that the voter is
voting at the early voting location to prevestubsequentdouble voting at a different location.

When the poll close precinct workers print copies of the voting machine tapes that include the
vote-count totals for each contest. They post one copy of each machineaiaplee door of the
precinct building where the election took place so that it can be viewed by the public. The
precinct workers remove the memory cards with the votes cast on each machine and place
them in a sealed envelope with a copy of the machine safde precinct manager and

assistant then hand deliver the sealed envelopes to the county elections office for processing.

Fulton County operates three upload points. They are at the North Annex, South Annex and the
Roswell City Hall. The precinct maaagnd assistant take the envelopes to one of the upload
points. Each precinct card is checked in according to its assigned number and then uploaded to
the county elections database for accumulation

County election officials accumulate the results, pdat statements of votes cast and et
the results for publishing. The results then appear on the county web sites for public
consumption.
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GAG6 April 18 Special Election Background

The State of Georgia heldSpecial Electionn April 18, 2017o fill the seat vacated by"s
DistrictU.S.Congressman Tom Prideep. Pricavas appointed by President Trump as Secretary
of Health and Human Servicasd sworn in on February 1P017. Afield of 18 candidates
gualified by the February 15 deadlinecludng 11 Republicansfive Democrats andwo
Independentslf no candidate received Sfercentof the vote the top two votegetters would
enter aRunoff The electionone of the first since the closely contested Presidential election in
November 2016garneral intensenational attention as proxy on the Trump presidency.

The6™ district (GA6)spansthe counties ofCobh DeKalbandFulton-DS2 NAA | Qa f F NHS &
most populous countyFulton Countyexperiencedwhat wastermS R rareé eiror that causd
vote-counttabulation delaygiuring Election NightlthoughCobb andDeKalldid not. Fulton
hadexperienced one other voteount problem with a writein candidate in 200685eorgia

counties particdarly Cobh previouslyhad experienced variety ofvote countingproblems
(SeeAppendix Vote Count Discrepangies

Throughout Eection Nigh, interim reporting percentagetr GA6vote-leader, Jon Ossqff
hovered n the 50-60 percent rangéut declined gradallyto just over ® percent OnceFulton
Countycorrectedits error just before midnightil KS f S RSNRa @208 G201 fa F
percent thus necessitating Runoffwith the secondplace candidateccording to Georgia law
That candidate, Karen Handgelas nearly 30 points behind with J3@rcentof the vote The
results couded with thesequence oéventsfor the eveningdrew national skepticism about
the validity of the election. This skepticism continued a trend of national criticism that Georgia
has received since 20p@hen the state implemented whatational electionexperts call
Gdzy JSNASDLAREASE
(See alsd&xhibit 1)

VoterGA produced Root Cause Analyss identify why such an error occurredrfthe many
concerned votersn Georgia and throughout the countwho were left uninformed about the
detailsof what actually happened The analysis concluded that there were two root causes of
the error that causedwo-hour reporting delaysand a strange shift in results

1. Thestateimproperlycombinedthe GAG6 election on the same daga scheduledocal
RoswelRunoffelection whose candidates could not be known in timeoonply with
ballot leadtime regulations of theMilitary Overseas Voting Empower AMOVE) That
forcedFulton Countyto use redundanballots,databases, voting machines, memory
cards andegistrationproceduredor the federalGA6election andRoswellRunoft
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2. Critical security flaws at both the voting machine and county database serves level
allowedeledion officials to load aroting machine card frorthe RoswelRunoffinto the
GAGlive election resultsThey encounterednother serious flawwhenthe county
server nalfunctioned That prevented expordf the improperly loaded results for
publishing.

The Johns Creek City Council dtsled to consider MOVE regulations and votednproperly
combinea City Counclpecial Electiowith the GA6 race on April 1&hat furthercaused
Fulton County to condudtiplicate redundant elections on the same higHowever the Root
Cause Analysdetermined hat this was not a root cause the results reportingproblems that
occurred on that Electioiight.
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GA6June 20 Special Runoff Election Background

The State of Georgia helde 6" District(GA6)Special ElectioRunoffbetweenDemocraton
Ossoff andRepublicarKaren Handel on Jur9,2017.Tom Price had won the last three
elections in theRepublicaroriented district by an average margin of 680536.5percent Both
campaigns increased their activitialter the Special Electioand throughoutthe Runoff
campaigrperiod. No events occurred that were intrinsic to tHeunoffor significant @ough to
materiallyaffectits outcomeaccording to polls up to a week before the eleat

Whenofficials publishedesultson Election Nightkaren Handel picked up aR percentof the
votes from the other 1&Republican, Democrat and Independ@pponents who participated in
the Special Electionn April 18 Ossoff ttals remained flat and showed less than one tenth of
a percent differenceOn April 18, Ossoff had 48.p8rcentto 19.77 percentfor Handel. On

June 20, Handel had 51.p@rcentof the vote to 48.2%ercentfor Ossoff.
(See alsdxhibit 3

The reported results again generated national skepticikmeek before the electionm
currentpoll had projected Handéb win. Her3.75 perent victory was outsiderror margirs of
the pollsconducted On May 4, he first pdl conducted after theSpecial Electioshowed
Handel with a 2.6 percent lead but theandmark Communicati@poll was superseded by
three subsequent Landmark polls conducted for WBBall showing anOssoff 1to 2.5 percent
lead.Ten polsin a row had shown Osddéading by anywhere fror@.1 to 7 percent with
Republicarto-Ossoff crossover margins of 7.5, 1@,5 and 1%ercent

The last two of thoseollsfrom Fox 5 and WSBV indicated that the race was tightenirfy.

June B outlier poll fromthe Republicandentified polling groupTrafalgarshowed Handel with
a1.87 percent lead aftethey had shownOssoff with a 2.76 percent lead four days earlidre
Trafalgar June 1goll showed Ossoff with a 12.56 percent lead in early voting and Handel with
onlya 2.44 percent lead in thoseho hadnot yet voted.The reported resultshowedHandel
outperformedall aspects of the June 18 poll that was the only poll predicting she might win

A fewnational pundits speculated thatdune 15 incidenin WashingtonD.C, where U.S.
Congressman Steve ScaliBdA)was shot in the higt a baseball practicsay hae reversed
the election results in the last few daylthough plausiblgthe speculations unsubstantiated
and contradicted by local factEirst, polls showedhe number of undecided@ection Day
voters was onlaround3% at thatiate date Secondlyboth Democraic and Republican'®
District campaigteadersconfirmed that the incidenhad no quantifiable effeabn votersasit
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was not directly connected to the GA6 electidimirdly,the keydisparities identified in this

statistical analysiexistedduringmailin andearly votingthat took placebefore June 15.
(See Exhibit 11)

The previous behavior of Handel and Secretary of State (SOS) Brian Kemp fueled additional
skepticism as to whether or not the race had been targeted for hacking. On Aphiel®ay

after Handel made the Runoff, Kemp posttlorsements of Handen FacebookTwitter and

hissocial mediavebsite. Theyreadinpartt L £ 221 F2NB I NR (G2 ¢2NJ] Ay 3
I KSIFR G2 Sy&adaNB OAOG2NER G GKS olft2i 02E®¢

As a brmer SO$andidate Handel wote a 2006BasicReport that stated the machines were
oXalreadyobsoleteXé The System Integrity secti@onciselyexplaired the need forvoter
verification of their ballots, election audits and a paper audit trail as the ballot of retfznadel
pledged:dAs Secretary dbtate | will establish a commission that includes both county and state
elections officials to make recommendations regarding new pueshaelectronic voting machinés

{ KS SELX IWeyickdto mdue qilidkly @nd expeditiodsnd éXensure that the system we are
putting in places well designed and thoroughlyought out.® €

However, once electedandelreversed her positiorOn Sept. 28, 2008he tolda Gwinnett Co. news

servicethatd DS2 NAA L KIF a GKS Yenatibrd fusspidztESproblénts Gtédibefgfei Ay G K
then, as shown in the Appendiithics Commission records show that Handel received$2&1000 in

donationsfrom family members and partners of the voting machine vendor loblgyfirm, Massey

Bowers LLC. Handel hired Massey Bo@msgner, Rob Simms, as Assistant Secretary of State and he

became a key fund raiser in hensuccessfujubernatorialand U.S. Senatampaigrs.

Runoff esultsshowed that Ossoff wothe verifiable maiin vote by aremarkable64 to 36
percentmargin ShockinglyHandelthen won the unverifiable Election Day vote by8 to 42
percent margirthat wasunexpected and unpredictebly anyone TheOssoffteam conducted a
massivedoor to door campaign thantensified in the last two weeks before Election D&n

the last two weekendghe team rented dozens of vans to transport thousandsaltinteers

who poured in from all over the countryueled byover $20 million in outof-state funds the
campaigrreported 12,000 volunteersvho knocked omearly every door in the district, many
multiple times. Theextensive Ossoff campaign was highly visible to"abtrict observers
throughout the eéction cycle and particularly in the last days preceding the June 20 election
when additionalvolunteers and vansanvassed the district.

Disparitieswere alsofound between verifiable maiin votes and the unverifiable Election Day
votesin nearlyeveryprecinct to anextent thatelection forensics analystevenot seen
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before.All in all, there wasa cluster of red flaggjuestionable GARunoffresults security flaws
found in the GA&pecial Electigranda problematichistory of Georgia election iagrity issues
asdescribed in the next sectiofhis constellation of serious concetaed a dozemational
election monitorgto write aletter to the three GA6county election lbardsbefore theelection
results were certified

The letterbegan dWe the undersigned public advocates for accurate and transparent elections

are writing to alert you to early indications that hacking or other tampering may have altered

the results of the Sixth DistriSpecial ElectioRunoffk Sf R 2y WdzyhSlettaral@do H A MT P§

expressed concern about vulnerabilie G Kl ¢ SEA&aGSR F2NJ Y2y idKa |4

(KSUXenter for Elections SystetSES)which prepares the ballots used on every machine for

every election Tte letter further explainedd X S YisgNAtistical patterns indicate strong

likelihood that the outcome of the SpedruinoffElection was altered It re-emphasized the

risk that & X is highly likely the unofficial results of the SpeRiahoffElection are incorrect, to

the point thatthe election outcome appears to have been affectéd.he letter concludes

G{ K2dzZ R &@2dz O2yGAydzS (G2 adlyR aWNPO®KS (RS DERINER

voters that the reported results are a traed accurate measuref the votes cast by the voters

2F DS2NBHAIQa {AEGK /2yaANBaarzylf S5A&G§NAOG PE
(See Exhibit 3)

Theprimaryauthor of the presentanalysis delivered the letter to each county election bgoard
along with a similar letter on behalf of the Votek@Gembers.The VoterGAetter cited seven
points that cast the election results in doylaind requested each board tmnducta basic
forensicinvestigationbefore certifying theelection canvasgesults in accordance with State
Election Board regulations.

(See Exhibit)

Although all petitions appeared to be correctly submitted and naaschallenged all three
countiesignoredthose petitions angroceededo certify the unverifiable results.

No verification, auditing, recount or feenvass of the unverifiable GA6 report&linoffresults
will evertake placan response t@ublic concernThis statisticalanalysiof the GAGRunoff
resultsmay be the only vehicldnroughwhich Georgia citizens amadher concerned Americans
can ever have insight into the results of what is newognizedas the most expensive
congressional race in American hisgor
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Pre-Election Integrity Concerns

Beforetheir 2002implementationDS2 NAA | Qa @2GAy 3 Yleleckohy S& 6 SNB
officials, state legislatorgolitical leadersandthe primaryauthor of this analysi$or producing

results that cannot be verified, audited or recountéwl this flagrant trifecta of non

transparency:

1. Voters cannot verify that their selections were recorded on the DRE memory tbartds
tally the votes

2. Election officials have no mbkanismto audit totalsproducedbefore certifying an
election

3. Candidates cannot receive a true recount sitiee system can only reprint previous
unverifiable results.

In their first use, the machines produced two of the most controversial elections in eléctron
voting history. Rep. Saxby Chambliss upset incumbent U.S. Senator Max Cleland, a triple
amputee Vietnam veterarand State Senator Sonny Perdue upset incumbent Governor Roy
Barnesafter having convertedrom a Democrat to a Republican about four yeaadier.
Chambliss won bg sevenpoint marginalthough all polls showed Cleland ahdada

comparable marginPerdue won by five point marginalthough polls showed Barnes ahead by
seven These egregious swings stood out all the more, since dmallot racestrended toward
Democratsand exhibited no such perturbationfalkshowhost Sean Hannity ternathe
elecioni KS aSIFNIKIljdzZd 1S Ay DS2NHALI

The statecertificationshowed that the county seers were revercertified. SOS Cathy Cox had

certified onlythe Accuvote TS R6 voting machine€SUProfessor Briten Williams admitted

under oath in adepositionthat Diebold patchedrulton and DKalb County servers with

uncertified softwareDiebold President Bob Urosevich delivetbdt patch to Georgia

according to witnesse#® Decembel3, 2002|etter from AssistantSecetary of StateRobert Ray

to Urosevich explainedl y A U & Adalidzy GK I & GKS 2FFAOS g1 a adAaf
certifications and waawaitingdt / 2 Y FANX I GA 2y GKIFG adldS6ARS @210
O S NI & mohtBaRer conducting the November election.

As early as 2003, variety of academimstitutions and state governmentmmissioned
studiesregarding theAccuVote TS and TSx machines as well as the GEMS servers. These studies
found hacking vulnerabilities;ritical security flaws, desidgailings,programming errorsand

other issues inviwing reliability. Virtually all of the studies were extremely negativigh

regard to the security and accuracy of the machines.
(See Appendistudied
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During 15 years of use in Georgia, Georgia counties have encountered a variety of problems
with the wting systems. These incluttest votes, accumulation failurealtering of votes

without audit detection addingvotes cast during machine testing into actual elections totals,
and other critical errors that campact and have impactecelection resultsGeorgia has failed

to address most of these probleresen though the 1%earold equipment is noviive years

past its 18year recommended useful life.
(See Appendiiscrepancies

In March of 2017, critical vulnerabilities on tR&ES$ublic website wereconfirmed by

Christopher Graysoimhose vulnerabilitiesad beenoriginallydiscovered during 2016 by Logan
Lamb whonotified CEExecutive Director Merle KinBoth internet security professionals
determined that he vulnerabilitiepubliclyexposedall key election datpasdescribedn the
nextsection Mr. King did not ensure the vulnerabilities were remediated and did not notify the
Secretary of State

Beforethe GA6 election20 computer sciensts wrote aetter to Secretary of Stat&emp
guestioning theCESulnerability breach, urging him to move Georgia to verifiable voting and

offering their asstance in doing so. They indicdtthat they never received a response.
(See Exhibi)

After the April 18GA6Special Electiorevealedvoting system security flawsjore concerns
were raised regarding certification of the voting systeiie state has not produced a full
voting system certification since 2008/en though system software and components have
been upgraded and patched severahés since.

When he June 20 GASpeciaRunoffHection produced highly questionable resyladl three
county boardsgnoredthe citizens who presentede-canvasgetitions, althoughthe petitions
were submited according to State Electiddoard rules A lawsuitchalenging the resultand
the voting machinesvas ultimately filed

All of these concernsvhichhave festered for the last 15 yearsecessitated a statistical
analysis of the GABunoffresults.
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Center for Election Systems (CES)Vulnerabilities

In 2016and 2017, all key Georgia election information managed by CES was found to be

severely compromised. On August, 2016 internet security professional Logan Lamb
RAAO20OSNBR (KIG DS2NHAF Q& 1 S&EESvelSsorekmsed Ay F 2 NY
to the general publicather than being placed on an internal application server protected by a

firewall. Thiselection hformationincluded:

Georgia voter registration data containing 6.7 million personid#ytifiable records
GEMS county databases used to accumulate votes for elections

PDFs of election server administration documeintsluding supervisor passwords
Windows executables used to create databases, export election results, etc.
Training videoshtat explairedto county users how to download files onto a memory
card and insert it into a voting system

= =4 4 -4 A

Lamb discovered that these files had already been cached by Google from previous public

accesses. Lamb also discovered that the web serverumasng a version of Drupal that

O2y Ul AYySR | aSOdz2NAGe &ty NR@My2 NBE  @I5NHAY A SKRIRF
since 2014 to explain that the flaw allows an attacker to execute, create, modify and delete

anything on the server.
(See Exhibi®)

Lambemailed CES Executive Directderle Kingon August 28, 2016 to explain the
vulnerabilities. King assured him that the vulnerabilitiesuld be remediated. However, when
Lambexplained the vulnerabilities to colleague Christopher Graysomonthsaterin
February of 2017, Grayson determined that the vulnerabilities had not been properly
remediated and still existed.

Grayson contacted KSU security instructor Andy Grnein engaged the head of the Kennesaw
State Information Security Office. The offitook action to move the server offline. Pending
litigation has restrictedhe release ofurther information about these vulnerabilities. It is
unclear how county election officials are currently accessing the serveyitiatall, or for how
many yeas the vulnerabilities existed.
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RUNOFHELECTION STATISTICS

Overall GA6 Results Analysis

In the GA6Special Electioheldon April 18, 48.9percentof the voters cast a vote for one of
five Democrats in the race while 50.p@rcentof voters cast a vote for one of 11 Republican
candidates in the race. The remaini®@9 percentof voters cast votes for one of the two
independent candidateslonOssoff received 48.13ercentof the overall vote to 19.7percent
of the overall vote foKarenHandel.

In the June 20Special ElectioRunoff Handel received 51.78ercentof the vote to 48.22
percentfor Ossoff Percentagewise,Handelpicked up 32ercent.That equates to early allof
the votes from the other 16 opponents who patrticipated in tBA6Special ElectianOssoff
totalsremained flat and showed less than one tenth of a percent difference.

Special | Special %4 RunoffVotes | Runoff% | Net Gain
Ossoff 92,673| 48.13 124,517 48.2% .09%
Handel 38,071| 19.77% 134,799 51.78% | 32.01%
Other Republicans| 60,121| 31.22%
Other Democrats 1528 .79%
Independent 176 .09%
Total Republicans | 98,192| 50.99%
Total Democrats 94,201 48.2%

The reported resultslearlyindicatethat there was a strongr Republican voter turnout
increase for the Runothan there was for Democrats. The reported results also imply that
some Democrats may have crosseeer to vote for Handel in thelRoff. The reported results

further allowfor a possibé combination of both scenarios.
(See Exhibig)
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Results by Voting Type
Georgia collects votes for an election in four different ways. Voters can
1 Vote by mailwhensubmitting a matin ballot applicaton to the countyafter May 2,
receiving the balloaindreturning it to the county by Election Day
1 Vote earlyusing an electronic voting machia¢ selected pollindocationsthat were
openfrom May 30 to June 1i®r the Runoff
1 Vote at their precinct using an electronioting machine orklection Day
1 Vote at the precinct on a provisional ballot that is counted afterification of
eligihility.

Mail-in and provisionavotes are cast opotentiallyverifiable paper ballotswvhile Election Day
and earlyin-personvoting useunverifiableDRE voting machiseThe percentages of votes cast
in the Runoff for each voting type are shown below:

Mail-In | Provisional | Total Verifiable | Early Votes| Election Day| Total Unverifiable
10.84% .02% 11.0%% 44.09% 44.87% 88.96%

The 596verifiable provisional votest justundera quarter percent of the votes cast, are not
adequate for a statistical sampléhey can be considered along with the riailvote for
illustrative purposes agerifiablevotes It is necessary to distinguiietween potentially
verifiable and unverifiable vote \erifiable votes, however cast and gathered, are far riskier to
manipulate than are unverifiable votes, the manipulation of which is virtually impossible to
directly detect.

Dramatic differences exign verifiablemalA y | YR dzy GSNAFAII 6t S St SO0 NR
winning margin was 51.78 percent to 48.22 percent but the verifiable-imaibtes showOssoff

with a 64 percent to 36 percent advantage, a margin of 28 percent. Provisional hotesas/3

percent to 27 percenOssoffadvantage that is even greater than the raailmargin.This study

does not attempt to combine these votes since the quantity of Provisional votes is very low and

voter party affiliation could not be determined for the

The 28,14&erifiablemailin votescastrepresent 10.84ercentof the total Runoffvotesand
thust if maikin voterswere shown to mirror the characteristics of the electorate as a whole
would create a large, adequate statistical sample more thigsle a 3 percentratio generally
accepted as reasonabler astatisticalaudit.
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Unverifiable early voting (i.e., qioll voting on DRES) was a virtual dead heat between the

OF YRARFGSa®d haaz2F¥TQa YINBAY Aad izg GowevedSNI m
shows a dramatic shift from early voting and an ewesredramatic shift fromverifiablevote
resultsas shown:

Mail-In Early Votes | Election Day | Provisional
Ossoff 64.18% | 50.6®% 41.84% 72.99%%
Handel 35.82% | 49.33% 58.16% 27.01%

All results are reasonably consistent across counties, allowing for partisan demographics, with
Cobb trending more toward Republicans and DeKalb trending more toward Demddrats.
militates against strictly local miscounting or fraud scenatitsveverthese outsized disparities
between verifiable and unverifiable modes of votipgrticularly Election Dayjaturally raise the

guestion of what factors, benign or malignant, might account for such biz@rezgentpatterns.
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Precinct Deviation Analysis

A precinct analysis confirmed that large disparities exist between-maibting and Election

51e @20Ay3 Ay (i KSo08g@rechdis. 1Y4 oBtBededinéts hadra 20+ pairRtatal H
swing in matin vs. Election Day vote results (a@€int swing for example, would be Ossoff
Mail-in 55 to 45 percent vs. Handel Election Day 55 to 45 peroangins of victory. 116 of

those precincts had a 30oint swing for the same vote types. 41 of those precincts had-a 60
point total swing (Ex: Ossoff Ml 65 to 35 percent vs Handel Election Day 65 to 35 percent
margins of victory This is illustrated in the following table:

Precincts | Point Handel Election| Ossoff Maitin

out of 208 | Swing Day Example Example
41 60%-+ 65%35% 65%35%
116 40%+ 60%40% 60%40%
174 20%+ 55%45% 55%45%

In 196 of the 208 precincts Ossoff received a higher percentage efrmaites than did

Handel. Of the remaining 13 precincts, where Handel had a higher percentage -of nais

than Ossoff, nine were precincts thaere only partially contained within GA6 and thus had

fewer votes cast. The average point swing was 22 percent in Cobb, 22 percent in DeKalb, and 21
percent in Fulton. Four Fulton partial precincts had no fmeldallots and were excluded from

the totalsand averages.

Most of the remaining precincts were partial GA6 precincts, where only a few hundred precinct
votes were cast in the Runoff because most voters lived in a different congressional district.
Only three full precincts, one in DeKalb and twéuttonshowed a reverse trend where Karen
Handel had more verifiable maii votes and Jon Ossoff had more Election Day votes. All of
those precincts had less than a-@6int swing.

The only knownprecedentfor equal or greater disparities in similar numbers of verifiable mail
in and unverifiable (i.e., paperless DRE) Election Day vote countsextauthe2010South
CarolinaDemocratic U.S. Senateimary between Alvin Greene and Vic Rawl. The total
disparity between those counts in that race was about 28.5 percent, compared to about 22
percent in the GA6 Runoff. Alvin Greene was declared theaxiohthe primary by a 60 to 40
percent margin although Vic Rawl won the maiballots by 55 to 45 percent.

Vic Rawl, a county commissioner, former judge and four term state representative, ran a
professional campaign headed by campaign manager Walthwrig. He personally campaigned
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in at least half of the counties, made radio and TV appearances, attended the state convention,
collected official endorsements, had 600 volunteers, printed 10,000 bumper stickers,
established 180,000 database contacts, tedea 104,00@mail distribution list, had 3,300
Facebook Friends, sent out 300,08ails just prior to the election, received 20,000 web site

hits on Election Day alonaas not touched by any scandahd was more active on Twitter

than the Democratic &ty candidategor other offices He had closed to within 7 percent of
Republican incumbent Jim DeMint in tradgkipolls, and thus posed a crbté threat in

November.

Alvin Greene, an unemployed military veteramanaged to pay a $10,000 qualifying fee

means that are still unclear but fted not actually have a campaign. He held no fundraisers, ran
no paid advertisements, made no campaign speeches, hired no campaign manager, conducted
no statewide tours, attended no Democratic Party county eventfmted no yard signs and did

not even establish a website.

Judge Rawl unsuccessfully challenged the resultseoptimary(because it was a primary

contest, the South Carolina Democratic Party had jurisdiction), otteeahostsuspect
electionsin electronic vote monitoring history.
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RUNOFHRMAIL-IN VOTING

Mail -in Voting History

The outsized disparities between verifiable and unverifiable (and particularly Election Day) modes of
voting naturally raise the question of what factors, benign or malignant, might account for such bizarre
divergent patternsTo assess the election resuilve started by analyzing the principal verifiable
voting mode which ismailin voters

The first step ismexamination of trends and historical patterns exhibifed6™ Districtmaikin
votingwithtK S lj dzSa G A 2y 06 SA Yy 3in lanksSa dértol &xplain@d2smplyog a Y I A §
greater tendency of Democratic voters to mail in their ball&sth general election and

primaryvoting history can be analyzed tletermine whethemore GA6Democrats or

Republicans traditionally vote by mallheElectionDefense Alliance provided the following
GAGhistorical analysi

A Comparison of Votdy-Mail Patterns For Voters in Georgia Sixth Congressional District 2@0A 7

%OPSCAN
%Total Vote
ELECTION YO  prexr  pre /eDRE %DRE 9%DRE  5o0 e opscaN %oPscAr sopscar POPSCAT  Margin
YEAR Marg_m VoteR VoteD Vote-  Vote Vote_ Vote-R Vote-D Vote-R Vote-D Vote_ LA
(R win R D Margin Margin %DRE
=+4) Vote
Margin***
2012 29.0% 173,826 97,642 64.0% 36.0% 28.1% 15,250 6,060 71.6% 28.4% 43.1% 15.1%
2014 32.0% 132,143 68,265 65.9% 34.1% 31.9% 6,565 2,919 69.2% 30.8% 38.4% 6.6%
2016 23.4% 185,766 117,122 61.3% 38.7% 22.7% 15,095 7,602 66.5% 33.5% 33.0% 10.4%
2012-
2016
Aggregate  28.1% 491,735 283,029 63.5% 36.5% 26.9% 36,910 16,581 69.0% 31.0% 38.0% 11.1%
2017-
Prelim**** 3.8% 98,177 87,387 52.9% 47.1% 5.8% 1,537 5,046 23.3% 76.7% -53.3% -59.1%
2017-
Runoff 3.8% 124,557 107,017 53.8% 46.2% 7.6% 10,081 18,065 35.8% 64.2% -28.4% -35.9%

* DRE voting includes-abll and early irperson voting.

** OPSCANoting includes only VotBy-Mail voting.

*** A positive (+) percentage in this column indicates Republican performed better in OPSCAN vote than in DRE vote;
i.e., Republican voters were more likely than Democratic voters to useBieitéail to cast thai votes.

**** 1n 2017 Preliminary contest, D = Ossoff, R = All other candidates (12 R, 4D); OssoffR6O&H =

This table shows that historically mo@A6Republicanshan Democrathave voted by mailnl
2012, Republicans casl.6% of matin ballots while Democrats ca®8.4%. In 204,
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Republicans caf9.2460f maitin ballots while Democrats casd3%. In 2012, Republicans cast
66.F00f maitin ballots while Democrats cast abow.5%.

In previouselectionyears theRepublicarmargin of victory wasubstantiallygreater than in

2017.This chart takesto consideratiorthe margin of victory in the last three GA6 elections,

which, as a series of relatively noncompetitive and therefore unkhteelye-targeted contests,

establish asound baseline for analyzing voter behavior in G&6S wS LJdzo f A OF y OF Y RA
margin of victory among maiih voters was over 1lfiercentgreateron average than among

voters whose votes were counted anunverifiabe manneron DREsThatdemonstraesa

consistently greater propensity amomgpublicarvoters, relative to their Democratic

counterparts, to use the maih option.

But in the highly competitive anglationallysignificant 201 Runoffnow under examination,
this trend dramatically reversedt was theDemocraticcandidate whose performance among
mailin voters was a staggerir8$ percent better than his performance among voters whose
votes were counted on DRisan unverifiable manneiThe fact thatGA6Democratic voters do
not appear hisbrically to be maiin voting enthusiasts gives rise to the question of why the
reported Runoffresults show that thegeem to have suddenly become so to such an
overwhelming degree in 2017.

This historical trend casts some doubt on the current repoReshoffresults The next two
sections will analyze the actual GR@noffmailvoters and campaign. That whiélp determine
whether thedramatic reversal in maih versus ifperson voting patternss dueto an Ossoff
campaign mailn surge omiscounting of the larger pool ohverifiableballots. Such
miscountingmay have reduced the total Ossoff vote to an extent thatttegin and DRE
ballot count differencewere amplified by comparison.
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Runoff Mail -in Campaign Strength:

While all matin votes are potentially verifiable, they can still be subject to fraud or tampering
in cases of identity theft or ballot box stuffing. No such instances ofim&ud by election
officials or either of the campaigns was reported for Renoff or identified in this study. The
verifiability andavailability forrecount of this category of ballots imposes a significant level of
deterrence to any systemic fraud involving them.

From a statistical standpoint, both campaigns ran influentiglesgbs for maHin votes between

the Special Election and the Runoff. During the Special Election, the Ossoff team conducted a
highly successful maih campaign that garnered over 76 percent of the total Aravote.
Statistically his campaign increased fiolume of mailn votes by over 250 percent for the

Ruroff. However, in terms of votshare percentage, the maih effort was not as successful,
since his share of the mar vote decreased over by 10 percent.

| Iy RS f-iéampaignfdr the Ruribmay have beestrengthened by a decision to include
maikin applications attached to at least one of her flyérke flyer included a praddressed
maikin ballot application that could be filled out quickly by a recipient and mailed to the local
countyoffice once the recipient affixed postage. Although the Ossoff team also ran a strong

mailin campaign, they did not use this particular technique.
(See Exhibit 6)

The Republican maiih vote totals increased almost 600 percent from the Special Eletdion
the Runoff resulting in more than a 13 percent net gain in maivote share, as shown:

Special | Runoff Net % Gain | Total Vote Gain%
Democrats 77.94% | 64.18% -12.47% 252.08%
Republicans | 21.98% | 35.82% 13.84% 596.68%
Independents| .08%

Ly F RRA (A 2 yixvoteslingreaSetyudactytlofimbre than 2lom herown low
baseline in the Special Election to the Rundffiese statisticeffectively argue againshe
unfoundedsupposition that the disparity between mail and Electiorbay vote counts in the
Runoffmay be attributable to a major difference Runoffmailin campaigns
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Mail -in Voter Turnout Analysis

In the GA6 Runoff 28,146 mail votes were counted, compared to 6583 votes in the GA6
Special Election. That representmailin voter turnout increase of over 327 percerithe
increase may be attributable to stronger mailcampaigns by both parties fhe Runoffand particularly
a stronger Republican mail campaign that nearly doubled the percentage increase for Democrats.
additional factor may be the heightened focus on the election and its outcome during thentwath
period between the Spedian April 18 and the Runoff on June 20 during which-idiallots might be
cast for the Runoff.

Mail -In Voter Party Affiliation

Georgia tracks party affiliation by primary voting historgassesparty affiliation ofRunoff
maikin voters VoterGA submitted Open Records Requedtsacquirethe maitin application list
for the Runoffelection and the primary voting records for the 2014 and 2016 primafies.
maikin application list identifieghe applications processezhd theaccepted, cancel,
rejected and spoiled ballotthat can be usedo compileparty affiliation statistics.

The Voter Registration IDwas matchedacrosshoth lists to determine theoarty affiliation from
the primary voting history for as many mdtil voters as possibléf anyof these voters voted in
both a Democrat and Republican primary they were classified as independémgspendents
were a very small group of about 2 percent of the total affiliatedmainingsoters who voted
in at least one Democrator Republican pmary (but not the other)were categorized as
Democrat or Republicavoter, respectively.

Using this methogdwe were able to link over 9,000 of the 28,000 mailotes andhereby
establisha party affiliationfor nearly 30percentof the mal-in votes cast. That quantity ofaik
in recordsmatching a 2014 or 2016 primaig/almostsixtimes larger than a standardgercent
sampling rateThe results show tha0.94 percentof the identifiable Runoffmailvoters
identified as votingor Republcars only, while 39.06 percentidentified as voting foDemocras
only:

Party Affiliated Runoff Voters
Democrat 39.08%
Republican 60.94%

Thesepercentagescanbe used in the three scenarios previously explained in the Introduction:

1. Affiliated Party Line Vote
2. Shared Party Ratio
3. Plit Unaffiliated \ote
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Mail -in Affiliated Party Line Vote Scenario
If all party affiliated matin voters votedor the candidate of theiparty there would be no
crossover In thatscenariathe Ossoff margin for theemaining unaffiliated maiin voters

without a history woulchave todramatically increasen order to produce the overall recorded
results His margin for those voters would be over 10 points higher than his current landslide

margin in actual maih reaults as shown in this projection:

Such a lopsided Ossoff advantage waarigue againsthe reported Special Election and Runoff

GAG6 Runoff Election
StatisticalAnalysis

Known Affiliated | Unaffiliated Needed | Actual Maitin
Party Without Crossover
Ossoff 39.06% 74.53% 64.18%
Handel 60.94% 25.47% 35.82%

results that identified a much stronger Republican voter turnout in the Runoff.

The large amount of unaffiliated votes needed to achieve the actualimadting results may
indicate that the voter turnoutncrease for Democrats in theuRoff is much higher than the

voter turnout increase for Republicans. Tdiers fromthe reported results that imply a larger
Republicarvoter turnout increase for the ioff.

Mail -In Shared Party Ratio Scenario

If the afiliated party ratio for maikin voters wth a primary voting history iextrapolated to
unaffiliatedand independenmaikin voters, a potential net maih crossover percentagaust
be projected to achieve the actual mdil results. The potential net crossover percentaga
be projected by subtracting the known affiliated total percentaffesn the total maitin voter
percentageslin this scenario thpotential net maitin crosover percentag@ecessary to
achieve the reported maih results would bever 25 percenfor the entire affiliated poohs

shown:

Total Maikin | Known Affiliated | Cross Over
Ossoff / Democrats 64.18% 39.06% 25.12%
Handel / Republicans 35.82% 60.94% -25.12%

It is not feasible that Karen Handel could have defeated Jon Qesloffuch a high percentage of

Republicans crossing over to vote for lerenconsidering theR A & G N&A O G Q& REph Borh 2 NB

Price wnningthe GA6 seat handily by an average 63.5 to 36.5 percent margin in the2Z2Q62

elections
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Mail -in Unaffiliated Split Vote Scenario

If the candidates equally split the votes from unaffiliated Amaioters who have no primary
voting history a differentimss over percentage would apply. The table below shows that a
crossover rate 059.58 percent from Republicans to Ossoff would still be neefiedhe
smaller affiliated poolo achieve the reported total maih results:

Affiliated | Unaffiliated | Affiliated % | Total Maikin Cross%

Party Vote share Needed Results
Ossoff 39.06% 50% 98.64% 64.18% 59.58%
Handel 60.94% 50% 01.36% 35.82% -59.58%

These large potential net crossover percentagegie againsthe reported Special Election and
Runoff results. The reported results implied that there was no Republican to Ossoff crossover
and if any crossover occurred it was in the other directibime verifiable maiin votes

dramatically show just the opposita the splitunaffiliatedmailin vote scenaripwhich is an
impossible crossover rate for Handel to overcome.
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RUNOFF ELECTRONIC VOTING

Early Voter Turnout Analysis

In the GA6 Runoff 114,7&harlyvotes were ast, compared to 50,262arlyvotes inthe GA6

Special Election. That represents a voter turnout increase of over 128 percent. This increase is
mostly attributable to the opening of more early voting polling locations in Fulton and DeKalb
counties.

Early Voter Party Affiliation

Applications g printed at the polling location for each early voterdfor each overseas voter
sent an earlyoting ballot Ballot status is recorded for these voters in the same manner as for
maikin voters.The same methodology employed to determine the Araitrassover

percentage can also be used to establighotential crossover percentage for early voters

based orprimary voting records for the 2014 and 2016 primaries.

Using tke samemethod employed for maiin voters we were able to link ove38,000 of the
114,000earlyvotes andtherebyestablish party affiliation for 332 percentof the earlyvotes
cast.

The results show that1.03percent of the identifiabldRunoffearlyvoterspreviously voted for
Republican®snly, while28.97percentof the early voters previoushoted for Democratonly:.

Party Affiliated Early Voters
Democrat 28.97%
Republican 71.03%

Early Voter Party Line Vote Scenario

If all party affiliated early voters voted for the candidate of their party there would be no
crossover. In thascenarig the Ossoff margin for the remainingaffiliatedearly voters
without a history would dramatically increase. His margin would be d@gyoints more than
his reported margin in actual early voting results as shown:

Known Affiliated | Unaffiliated Needed | Actual Early
Party without Crossover
Ossoff 28.97% 61.13% 50.67%
Handel 71.03% 38.87% 49.33%
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Such a landslide Ossoff advantdgenearlytwo thirds of the early voters woulde highly
unlikely giverthe reported Runoff results implying that Ossoff barely edged Handel in early
voting. It alsaargues againghe reported results that identified a much stronger Republican
early voter turnout in the Runoff.

The large amount of unaffiliated votes needed to achieve the actual early voting results may
indicate that the voter turnout increase for Democrats in fRenoffis much higher than the
voter turnout increase for Republicans. Tdiers from thereported results that imply a larger
Republican voter turnout increagercentageor the Runoft

Early Voter Shared Party Ratio Scenario

If the affiliatedparty ratio for early voters with a primary voting historyeistrapolated to
unaffiliated and independent early voters, a potential net early crossover percentage must be
projected to achieve the actual early voting results. The potential net crossover pageecan

be projected by subtracting the known affiliated total percentages from the total early voter
percentages. In this scenario the potential net early voting crossover percentgssary to
achieve the reportecearly votingresults would beover 21percentfor the entire affiliated pool

as shown:

Total Early| Known Affiliated | Cross Over
Ossoff / Democrats 50.67% 28.97% 21.70%
Handel / Republicans | 49.33% 71.03% -21.70%

Crossover rates should vary only slightly by voting titde.not feasible that Karen Handel could have
defeated Jon Ossaoffith such a high percentage of Republicans crossing over to vote favam
considering the(R A & (0 NA Ol Qa RKp\ Foin Priddnnigkhe @A% gedt handily by an
average 63.5 to@5 percent margin in the 2012016 elections

Early Voter Unaffiliated Split Vote Scenario

If the candidates equally split the votes from unaffiliated early voters who have no primary
voting history a different cross over percentage would apply. Thetadlow shows thatma
implausiblecrossover rate 023.08 percent from Republicans to Ossoff would still be needed
for the smaller affiliated podb achieve the reported totadarly votingresults:

Affiliated | Unaffiliated | Affiliated | Total Early| Crossovefb
Party Vote share | %Needed | Results
Ossoff 28.97% 50% 52.06% 50.66 23.08%
Handel 71.03% 50% 47.94% 49.33% -23.08%
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Whenunverifiableearly votesreplaceverifiable maHin votesthat were collected during
roughlythe same time periodt becomesclear that theactualreported earlyvote-count totals
aredisproportiond to the actual party affiliatiomatio. The electronic early voteount totals
disproportionallyfavor Handel over Ossdfy thousands of votes.

Republicans amassed a 10 point atkzge in affiliated early voters over affiliated maalvoters
in the Runoff However, the unverifiable voting machines recorded a 13.5 point Handel
advantage over maih totals. That difference alone affects about 8,000 votes in an election
that was de@edby just over 9.000:

Actual Statistics Affiliated Affiliated Affiliated | Mail-in Early Vote | Results
Mail-in Voters | Early Voters| Difference| Results | Results Difference

OssoffDemocrats 39.06% 28.9P%0 -10.09% | 64.18% | 50.67% -13.51%

HandelRepublicans 60.9%%0 71.03% 10.09% | 35.82% | 49.33% 13.51%

But the 10 point Republican turnout advantage should have prodigsgitharan 8 point

additional Handel margin in total early resuttsce the crossover rates of 20% or more as
defined in this section are applied2 06 2 (1 K  6Sharg & théuknduS &has, in that

scenario the electronic voting machines recoraretr5 points more votes for Handel amder

5 points less votes for Ossoff than what would normally be anticipa&opoint difference for

each candidate roughly represents over 11,400 votes or enough to change the outcome of the
Runoff whichwas decided by less than 9,300 votEsen if we cuthe crossover rate in half to

4.5 percent difference for each candidate there is still a 10,300 vote difference in the outcome,
which is enough to reverse the election on this early vote difference alone.

Page28of 71



VoterGA GA6 Runoff Election

StatisticalAnalysis

Election Day Turnout Analysis

In the GA6 Runoff16,803 Election Day votes were counted, compared to 135,302 votes in the
GAG6 Special Election. That represents a voter turnout decrease of over 13 piiaiecibsely

matches the decline in votes for Ossdffthough Hand€d & (i dzNJy 2 dzi Ay QY& & SR
total Republican turnout ddmed from the Special Election to the Runoffa manner that is
consistentwith those decreased he decreases are isolated to Fulton and DeKalb counties

where more early voting polling locations were opened for thed®uihus, a shift from

Election Day voting to early voting occurred as shown:

Election Day Early Vote
Runoff Turnout | Turnout Gain%
Ossoff -13.10% 86.67%
Republicans -12.88% 204.67%

The reported Election Day Runoff results present a large Hane&2 p&rcent victory margin.
That isadramaticreversaldifferent and reversed from the Ossoff verifiable making margin.
The Election Day margin also shows a reveesetimajor deviatia from the Ossoff early voting
margins.

Election Day Voter Party Affiliation

Voter Registration Identification Numbers for voters who voted are posted on the SOS web site
after an election has been completed. Election Day voters can be derived frofisthat

ignoring the provisionabupplemental and mail votetthat also include the early voters in an
election

Using the same method employed for mailvoters, we were able to link nearly 30,000 of the
116,000 Election Day votes and thereby estabfiarty affiliation for about 26 percent of the
Election Day votes cast.

The results show thad remarkable82.91 percent of the identifiable Runoff early voters
previously voted for Republicans only, while 17.09 percent of the early voters previotestly vo
for Democrats only:

Party Affiliated Eection DayVoters
Democrat 17.09%
Republican 82.91%
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Election Day Affiliated Party Line Vote Scenario

If all of the party affiliated Election Day projected voters voted for the candidate of their,party
there would be no crossover. In thatenario, the Handel margin decreases by nearly 10 points
to the degree where Ossoff actually has more of timaffiliated Election Day voters than

Handel as shown:

Affiliated Party Unaffiliated Needed | Actual Election
without Cros®ver Day Vote Count
Ossoff 17.09% 50.326 41.84%
Handel 82.91% 49.68% 58.16%

Such an Ossoff advantage for two thirds of those Election Day \argues againghe

reported Runoff results that show Handel with a huge Electionrdagin The large amount of
unaffiliated votes needed to achieve the actual Election Day voting results may indicate that the
voter turnout increase for Democrats in ti&unoffis much higher than the voter turnout

increase for Republicans. Thisfers fromthe reported results that imply a larger Republican

voter turnout increase for th&unoft

Election Day Shared Party Ratio Scenario

If the affiliated partyratio for Election Day voters with a primary voting historgxtrapolated

to unaffiliated and indpendent early voters, a potential net Election Day crossover percentage
must be projected to achieve the actual Election Day voting results. The potential net crossover
percentage can be projected by subtracting the known affiliated total percentagestifreom

total Election Day voter percentages. In this scenario the potential net Election Day voting
crossover percentageecessary to achieve the reported Election Day resuttsld beover 24
percentfor the entire affiliated poohs shown:

Total Election Day| Affiliated Party | Crossver%
Ossoff 41.84% 17.09%0 24.7%%
Handel 58.16% 82.91% -24.7%%

Crossover rates should vary only slightly by voting titpmaynot be feasible that Handel could
have defeatedDssoff with such a high crasver rateof Republicans voting for higuring other
types of voting.
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Election Day Unaffiliated Split Vote Scenario

If the candidates equally split the votes from the projected unaffiliated Election Day voters who
have no primary voting history a different crosgeo percentage would apply. The table below
shows thatthe crossoverate goes to near zerfor the smaller affiliated podio achieve the
reported total Election Day results:

Affiliated | Undffiliated Affiliated Total Election | Cross%

Party | Vote share Needed DayResults
Ossoff 17.09% 50% 18.04% 41.8%% 0.9%%
Handel 82.91% 50% 81.96% 58.16% -0.9%%

Unlike early voting, the affiliation differences and results differences betweenrimadting
and Election Day voting are within a half point of each other as shown:

Actual Statistics Affiliated Affiliated Affiliated | Mail-in | Election Results
Mail-in Voters | ElectionDay | Difference| Results| Day Results| Difference

OssoffDemocrats 39.06% 17.09%6 -21.9%%6 | 64.18%| 41.84% -22.34%

HandelRepublicans 60.9%%0 82.91% 21.97% | 35.82%| 58.16% 22.34%

However, it should be noted that thelection Day voteountsreflect no crossover votes from
Republicans to Ossoff whatsoeward even imply a slightly opposite trerdf the 22 point
Republican advantage in affiliat&dection Dayotersrelative to ma#in voterswe would

expect to see a two or three point crossmswing from Handel to Ossoff based on the trends
established in maiin and early votingThis analysis does not attempt to determine the reasons
for the lack of crossovdyecause the initial differences are very small and Election Day votes
were colleced during a different time periodhan mailin and early votes.
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OVERALL VOTINGANALYSIS
As previously mentioned the GA6 Runoff had a voter turnout increase of 35.18 percent over the
Special Election. One of the most fundamental questions to answer aéhe@A6 Runoff is
who benefited from that increased turnout. This voter turnout analysisased on intrinsic
election data with actual party affiliation voting history of Runoff vot&itse overall turnout
can be analyzed for each of the three scenabp£ombining the statistics from the man,
Election Day and early voting vote types.

Overall Voter Party Affiliation

Using the same method employed for miilvoters, we were able to link nearf,000 of the
260,000Runoffvotescastand thereby esblish party affiliation fonearly 30percent of the
overall Runoff voters

The results show that4.63 percent of thetotal identifiable Runoff voters previously voted for
Republicans only, whi25.37 percent of the early voters previously voted for Democrats only:

Party Affiliated Early Voters
Democrat 25.37%
Republican 74.63%

Overall Affiliated Party Line Vote Scenario

If all party affiliatedvoters voted for the candidate of their party there would be no crossover.

In that scenario, the Ossoff margin for the remaining unaffiliated voters without a history would
dramatically increase. Histal unaffiliated vote percentageould be nearly10 points more

than hisreportedd2 0 S O2dzyd YR | I YRSt Qa 62dzf R 06S ySI NI

Affiliated Party | Unaffiliated Needed | ActualResults
without Crossover
Ossoff 25.3™%0 57.530 48.22%
Handel 74.63% 42.47%0 51.78%

Such anearlandslide Ossoff advantage foearlytwo thirds of thetotal votersargues against
the reported Runoff results implying thetandeldefeatedOssoff by 3.8 points. The large
amount of unaffiliated votes needed to achieve ttogal voting results may indicate that the
voter turnout increase for Democrats in tiRunoffis much higher than the voter turnout
increase for Republicans. Thligfers from thereported results that imply a larger Republican
voter turnout increase for th&unoff.
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Overall Shared Party Ratio Scenario

If the affiliatedparty ratio for all voters with a primary voting historyastrapolated tothe
unaffiliated and independent voters, a potential net early crossover percentage must be
projected to achieve the d&gal voting results. The potential net crossover percentage can be
projected by subtracting the known affiliated total percentages from the total voter
percentages. In this scenario the potential net voting crossover percemacgssary to
achieve the oveall reported results would bever 2 percentfor the entire affiliated poobs
shown:

Actual | Actual Crossover
Results| Affiliated
Ossoff/ Democrats | 48.22%| 24.7%% 22.8%%
Handel/ Republicans| 51.78%| 75.23% -22.85%

It is not feasible that KareHandel could have defeated Jon Ossoff with such a high percentage of
Republicas crossing over to vote for hievenconsidering theR A & i N&A O Q& REph Forh 2 NB
Price wnningthe GA6 seat handily by an average 63.5 to 36.5 percent margin in the2Bd82
elections

Overall Unaffiliated Split Vote Scenario

If the candidates equally split the votes from all unaffiliated voters who have no primary voting
history a different cros over percentage would apply. The table below shows that a crossover
rate ofover18 percentirom Republicans to Ossoff would still be neededthe smaller

affiliated poolto achieve the reported total resulishichHandel reportedly won:

Affiliated | Unaffiliated Affiliated | Total Crossover%
Party Vote share Needed | Runoff
Votes
Ossoff 25.37% 50% 43.66% | 48.22% 18.30%
Handel 74.63% 50% 56.33% | 51.78% -18.3%

It is not feasible that Karen Handel could have defeated Jon Ossoff with such a high peroéntage

Republicas crossing over to vote for him.
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Special Election vs. Runoff Comparative Analysis

In the GA6RuUNoff260,316 votesvere countedcompared to 19569 votesn the GA6Special

Election That represents a voter turnout increase of 3bpkrcent In the Special Electigril

Republican candidates garnered 5Dg&rcentof the vote whilefour Democratdook 48.92

percentand wo Independent cadidates received.9 percentof the votes.In the Runoff Jon
hdaaz2FTFQa (201t a NI ythahafedtR of @ letceéntade yh&tease KAHAS. B S &
percentto 48.22 percenty  NBy | I YRSt Qa (G20GFfta oSyd. TNBY mpc
The 1,704 other Democrat and Independent votes are statistically inadequate for analysis.

However, the block of G000 other Republican votes that comprise over 30 percent of the total

Special Election votes cast is more than sufficiBeported results indicate thahis block

voted exclusively for Handel the Runoffwith no crossover gainvhatsoeverfor Ossoff. The

reported Runoff resulteven implya crossover in the opposite directigiturnout was equal

The early voting percentage for Ossoff decreased by over 11 percent in all three counties
between the Special Election and the Runoff, althohglwas competing against 17 candidates

in the Special Election and only one candidate in the Runoff. There was no comparable uptick in
his Maitin or Election Day vote counts to indicate a constituent vgfee shift as an

explanation. Fulton and DeKalbunties opened several additional early voting poll locations

for the Runoff, thus increasing early voting percentages. The reported results do not reflect

these conditions and give the impression that some early votes for Ossoff just disappeared.
(See Exibit 10)

A previous section established a potential verifiable Runoff net crossover rate of up to 25
percent from Republican leaning voters to Ossblfe crossover pattern calculations included
previous primary voters who were part of the increased vatenout. The previous turnout
analysis sections show that if the defined crossover rate is not applied to the unaffiliated two
thirds of voters then the unaffiliated voting block must reflect unrealistic landslide margins for
Ossoff to achieve the reporteglection voting results. Such landslide margins would be driven
by increased Democrat voter turnout for tliunoffwhichargues againghe reported results

that imply an increased Republican voter turnout.

Such a clean Handel sweep of opponent votedctounly be achieved by a significagdinin
Republican vter turnoutin the 35 percent increasier the runoff. However, the actual party
affiliation statistics representing 30 percent of the total vatehow a 3 point Democrat to
Republican shiftStaistical evidence indicates that Ossoff was more likely than Handel to gain
a greater share of unaffiliated votes, which represent the other 70 percent of the total votes.
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Thus, be increase in Republican Rdihturnout issomewhatdubious. If Hadel andOssoff
SgSyft e
Republican opponent votes 402% of the votes from dtler Special Election opponents,

includingDemocrats ad Independents(See note)

aLJy Ad

iKS

G4y S6é

@ 210580NBhEr Spetial ReStion ¢ 2 dzf R

Special | Runoff | Turnout | Handel | Handel Handel | Special HandelRunoff | Percent
Election | Total Gain New Total Special | Republican| - HandelSpecial | Diff
Votes Votes Split Runoff Election | Opponents | - Handel Split

192569 | 260316 | 67,747 | 33,873 | 134,799 | 38,071 60,121 62,855 105%

Note: Subtradt total Special Election votes from total Runoff votes to get Turnout Gizide that by 2 to get the
Handel new voter split of gaiBubtractHandel new voter split and Handel Special Election votes from her total
Runoffvotes Compardghat number with her Special Election total votes gsGjectedpercentage:

As miraculous as such a feat would be, it is made still more improbable when we take into
account what the crossover analyses revealed: that either core Republican votersrogsmg

over to Ossoff in large numbers onaffiliated(i.e., new to this election or not motivated to

vote in party primariesyotersbroke for Ossoff in landslide proportions. Under either of those
scenarios (some combination of which was revealed to be inescapable by the crossover analysis

ofmailAy FyR SINIe& @20Ay30: |y S@Sy &Lt Al 2F GKS
in the April 18 Special Election) would have been a major stretch for Handekssitating an

ever more impossible pick up of a proportion increasingly exceeding 100 percent of the votes
OFrad F2NJIff KSNIIFIYR haaz¥f¥FQa {LISOALf 9f SOGAZ2

The weltknown political strategies of the two campaigadd further to the dubious nature of
Handel picking up large blocks of unaffiliated voters. ¢g@npaign focused on getting out the
vote for existing Republicans who hiaigtoricallygiven former U.S. Congiaan Price a near
two-to-one victory margin in the previous three GA6 elections. The Ossoff campaignarge
outreach program with many house partiesrteetindependent6™ District voters face to face.
Hiscampaigrregistered roughly 100 new votergpday including about 8,000+ new voters
during the April and May cowdrdered extended registration perio6™ District Republican
campaign leaderacknowledge hat there was likely a néRepublicarloss oncrossoer but

were unconcerned because theylgmeeded to focusn the existing strong Republican base.

Ossoff supporters enthusiastically campaigned into and through the Runoff as the race
intensified. @re Republicarsupporterswere much moreenthusiastic about having 13pecial
Electioncandidategshan whentheir candidate did not advance to tiieunoft Many were
particularlyapathetic about Handedfter her series of hostileorruption allegations against
NathanDealduringtheir 2010Republicargubernatorial primary.
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SUMMARY OHR-INDINGS

Theprevious statisticadnalysissectionsidentify evidenceindicaiing the reported results for
the unverifiable Election Day and early votmgybe either correct or incorrect. Thsection
identifies supporting conditions that cannot lséatistically evaluatedor those alternatives

Statistics Indicating Result Correct ness
The identified &atistical evidencandicatingthe reported unverifiable Election Day dearly
voting results may be correct inclusle

1. TheRunoffresults are reasoray consistent across county boundarjéisus indicating
that anysignificant localized fraud, tampering or error is unlikely

2. Thetotal percentage of votes cast for Democrats and Republicans inSpecial
Electionand theRunoffare within 1 percentof each otherand thus shovsome
consistencyalthough they cannot be verified

3. Thetotal percentages of early votes cast for Democrats and Republicans in the Runoff
decreased consistently when more early voting poll locations were opened in Fulton and
Dekalb counties;

4. W2y haazfT¥FQa o2 0 SonsidgGenkprSnythelSg8al ReStolifd a S
Runoffacrossmaikin, early votingand Election Day voting typesd thusl | Y RS Q
victory could be attributable to increaseddpublican voter turnout

5. Whenactual Election Day vote totatgse compared with thé&lection Day voter Party
Affiliation the amount of difference is closely aligned witle same comparison for
verifiable matdin voters

6. The Republican to Democrat ration of affiliated party voiaseased slightly from the
Special Election to the Runoff

Q¢ A

Conditions that Support Result Correctness
Conditionghat have no mechanism for statistical analysis support statisticsndicating that
the reportedelection resiis correctare:

1. GAGis heavly oriented toward Republicanas demonstrated bffom Pricevinningthe
last three elections by an average margin of G&cent to36.5percent (though
Donald Trump took GA6 by only a 2 percent margin in November 2016);

2. Late polls conducteduringthe lastfew daysof the Runoffcampaigrindicated a slight
trend in percentage$rom JonOssoff the consistent poll leadeto KarenHandel
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Statistical D isparities Indicating Results are In Doubt

The statistial analysiglefines serious disparities tveeen the verifiable and unverifiable
reported results. It also cites statistical evidence that rebut unsubstantiated speculation as to
why the disparities exist. Ese disparities and statistical evidence thadst doubt on the
accuracy of the election salltsare categorized as follows:

Unverifiable vs. Verifiable Vote Counts

1. WhileKaren Handelvaspronounced winner of the unverifiable GAGnoff Jon Ossoff
won verifiable matin voting representing over 10 percent of the total votes cdst,a
landslide64.16percent to35.64percentmargin

2. The only other type of verifiable votes cattie provisional votes, corroborate the mail
in vote totals agDssoff won provisional voting by a landslide 73 tg&itentmargin

3. The verifiable votes cast, peesenting 11.04 percent of the total votes, show Ossoff
with a 64.37 to 35.63 percent margin while the unverifiable votes, representing 88.96
percent of the votes cast show a 53.79 to 46.21 percent Handel margin

Precinct Deviation Analysis

1. 174 of 208 pecincts had 20+ point swings betwette mailin vote marginandthe
Hection Day vote percentage.(). 55 to 45 percent vs. 45 to 55 percefb to 35
percent vs. 55 to 45

2. 116 precincts had 40+ point swings betwaba mailin votemargin and theElection
Day votemargin(e.g. 60 to 40 percent vs. 40 to 60 percebb to 45 percent vs. 35 to 65
perceny;

3. 41 precincts had 60+ point swings betwel@e mailin vote marginandthe Election Day
vote margin(e.g. 65 to 35 percent vs. 35 to 65 perceidb to 25 percent vs 45 to 55
percent);

4. In onlythree full GA6precincts didhe swing frommaikin vote margin toElection Day
margin favor Ossofind nonereachal a 20 point total swing

Mail -in Voting Analysis

1. The historical analysis of mdil voters shavs Republicans averaged 11 point greater
margin of victory by mail thathe overall election victory margjthus refuting
unfoundedspeculation thah & & 2 T F Q &in dotingldasyin ¥ith& GA6 Runoff
reflected a normal trend of GA6 Democrdganing voters to vote by mail

2. The strongmaitin statistical improvementrom the Special Election to the Runoff for
Karen Handelelative to both her own individual showing and the collective showing of
all Republican candidates among Special Electiatkimvoters,refute unfounded
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speculation that thedssoffRunoffmailtin campaign wagar superior to the Handel
Runoffmailin campaign

The actual primary voting history of Runoff raailvoters shows that there were more
previous Republican affiliategbters than Democratic affiliated voters by a 58 to 41
percent margin, thus refuting speculation thata & 2 ¥ F Q &in dotinglHafginvas A f
achieved becaustar more Democrats than Republicans voted in the Runoff by, malil
The matin historical analysis, maih primary voting affiliation analysis, and meal

party campaign strengtistatisticsO2 NNB 6 2 NI S SI;0K 21 KSNRA
There is no other known statistical evidenceeixplain thedifference between

potentially verifable maiin vote counts and unverifiable electronic vote counts

Mail -in Voter Turnout Analysis

1.

If unaffiliated maiin voters ha the same Republican and Democcattios as affiliated
maikin voters established from the2014 and 2@Q6 primary voting Istory, a potential
net crossover ratef over 25 percentfrom Republican voters to Jon @fswould be
requiredfor the entire affiliated pooto achieve the reportednaitin results;

If all affiliated matin voters voted according to thek014and2016 primary voting
history (i.e.,party line,zero crossover)Ossoff would have captured unaffiliatesail-in
voters by a 785 percent margin, 10 points higher than the reportedilin results;

If Handel and Ossoffquallysplit unaffiliatedmaikin votersa potential netcrossover
rate of nearly 60%percent from Republican voters to Jon Ossadiild be requiredor
the smaller affiliated podio achieve the reportedanailin results;

Based on actual Runoff results and historical GA6 electlbissnot feasible that Karen
Handel could have won the GA6 Rurtff3.76 pointwith a 25percentor higher
Repubican to Ossoff verifiable crossover rate

It is unlikely that Ossoff could havargered75 percent of all unaffiliatedhail-in votes
to achieve the reported results and overcome party line votitgn Republicans had a
61 to 39 percent turnout advantagamongaffiliated maitin voters

Early Voter Turnout Analysis

1.

If unaffiliatedearlyvoters hal the same Republican and Demodcattios as affiliated
earlyvoters established from the2014 and 2@6 primary voting historya potential net
crossover rate obver 21 percent from Republican voters to Jon Ossabild be
requiredfor the entire affiliated pooto achieve the reporteearly votingresults;

If all affiliatedearlyvoters voted according to the014and2016 primary voting
history (i.e.,party line,zero crossover)ssoff would have captured the unaffiliated
earlyvoters by a 61 t@9 percent margin, 10 points hightran the reportedearly
votingresults;
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If Handel and Ossoff equally split unaffiliateaklyvoters, a potential netcrossover rate
of over23 percent from Republicaearlyvoters to Ossofivould be requiredor the
smaller affiliated pooto achieve the reporte@arly votingresults;

It is not feasible that Handel could have won the Runoff if¢hgas a 21 percerdr
higherRepublican to Ossoffarly votingcrossover rateand comparable crossover rates
for the other types of voting

It isnot feasible that Ossoff could have reached a®39 percent margin of unaffiliated
early votes to achieve the reported results and overcome party line voting when
Republicans had a 71 to 29 percent turnout advantage among affiliated early yoters
Whenunverifiableearly votes replaceverifiable matin votesthat were collected during
the same time period the actual electronic vateunt totals change disproportionally to
the actual party affiliation in favor of Handel over Ossoff. The 7 point totalgsw
favoring Handel and slighting Ossoff is significant enauggn crossover is appligd
indicate a potential vote manipulation that may have changedRlm@off outcome

Election Day Voter Turnout Analysis

1.

If unaffiliated Election Day voters have tb@me Republem and Democrat ratios as the
affiliated Election Dayoters established from the 2014 and 2016 primary voting history
a potential netcrossover rate of over 2dercent from Republican voters to Jon Ossoff
for the entire affiliated pooilvould be required to achieve reportelllection Dayesults;
If the affiliated Election Day voters voted according to their 2014 and 2016 primary
voting history(i.e., party line, zero crossovef)ssoff would have captudghe
unaffiliated Election Day vots with just over 50 percent of their votes or about 8.5
points higher than the reporteélection Dayesults;

If Handel and Ossoff equally sghe projectedunaffiliatedElection Dayotersa
potential netcrossover rate ojust underl percent from RepubtianElection Dayoters
to Jon Ossoffor the smaller affiliated poalvould be required to achieve the reported
Election Dayesults;

It is not feasible that Handel could have won thection Day votes by a 5&41

percent marginf there was a 2¢ercent Republican to Ossoff crossover rate;

It is not feasible that Handel could have won Election Day voting by@&Bpercent
margin if Ossoffjarnereda majorityfor unaffiliated Election Day voters that are
estimated to benearlytwo thirds of thetotal Election Dayoters;

If the candidates split unaffiliated votes equally, it is unlikely that the crossotwer ra
would have dropped fronover 20percent forearly voting andrerifiable maHin voting

to near zero for Election Day voting;
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Overall Turn out Analysis

1. If unaffiliatedRunoffvoters have the same Republican and Demacratios as the
affiliated voters established frorf2014 and 2@6 primary voting historg potential net
crossover rate obver 27percent from Republican voters to Jon Ossaduld be
requiredfor the entire affiliated pooto achieve the reporteaverallresults;

2. If all affiliatedRunoffvoters voted according t8014and2016 primary voting history
(i.e., party line, zero crossovefssoff would have captured the unaffiliat€linoff
voters by a 580 42 percent margin, 10 points higher than the reportacerallresults;

3. If Handel and Ossoff equally split unaffiliateakly votersa potential netcrossover rate
of over 18 percenpercent from Republicararlyvoters to Jon Ossoffould be
requiredfor the smaller affiliated podio achieve the reporteaverallresults;

4. Itis not feasible that Karen Handel could hawan the Runoff if there was a Z#rcent
Republican to Ossoff crossovate;

5. Itis not feasible that Handel could have won the RubgfB.76 pointsf Ossoff
overcame party line voting and achieved the results \aifitojected58to 42 percent
marginamongunaffiliated voterghat represent nearly two thirds of the totaloters

6. Based on actual Runoff results and historical GA6 elections, It is not feasible that Karen
Handel could have won the GA6 Runoff by 3.76 points with a 18 percent or higher
Republican to Ossoff combined crossover rate for all voting types;
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Conditions that Support Statistical Disparities
Conditions that have no mechanism for statistical analysis but support statistics indicating that
the reported election results may becorrect are:

1.

The disparities between verifiable and unverifiable vaesunprecedentedn the
experience of the election forensics analysts wiawereviewed these findings and
compared them with other elections throughout the country

Thereis no clearbenignrationale toexplain thedisparitiesbetween the verifiablanail

in vote-countsand unverifiableElection Day voteounts recorded for th&s A6Runoff
unless consideration is given to the potentiganipulation of unverifiable voteounts
which isfar easier and caiesfar less risk of detectiothan any attempto manipulate
potentially verifiable vote counts

The verifiable statistics presented in this analysis are consistent with the GA6 Runoff
polling that was conducted, while the reported results are not;

The reported GA6 Runoff results lack statiststadport, since they are totally
dependent upon votes that were not verified by the voter, cannot be audited by
election officials, and cannot be recounted for candidates;

Georgia election datavas vulnerable to the type ofote swappindack that would hag
produced consistently incorrect resuligth the types ofdisparitiesfoundin this
analysisacross county boundaries

Whenan internet security professiondiscoveredhe vulnerabilitiesof Georgia election
data on gpublicCESveb serverand reportedthemto the CES Executive Director, they
were reither mitigated nor reported to the fiice of the Secretary of State;

Procedures obtained from counties and CES via Open Records Requests indicate that
the election data is downloaded by the counties wheath election is prepped;

An external or internal attacker could implement a hack for the GA6 Runoff by
compromising the exposed election data without the knowledge of state and county
election officials, or possibly even the CES staff;

An attacker couldhavedetermined ballot positioning forsucha hack agarly as
February 152017 when qualifying closed. At that time, it was known that Democrat
Jon Ossoff woultikelymake theRunoffand all viable Republican challengers would
appear ahead ofiim alphaletically on the ballat

Although not statistically relevant, this study has some obligation to mention the bizarre
behavior of state elections officials in regards to the credibility and vulnerabilities of the
Georgia voting systenm regards to the vulerabilities,CES Executive Director Merle King:

T

Allowed all key eleddbn data to be placed on a public web server thats exposed for
access to virtually any bad actor operating from any foreign or domestic location;
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1 Failed to remediate the exposurafter being notified of them;
1 Chose not to inform the Secretary of State when he was notified of the exposure.

Secretary of State Brian Kemp has consistently opposed verifiable voting forReaestly le:

1 Insistedthat the voting system did not malfunction after Fulton County election officials
encountered systensecurity flawghat allowed memory cards from the Roswell Runoff
to be loaded into live 8 District Special Election results;

1 Contended that Georgia elections are secure and refused to initiate action to replace
the outdated voting system despite evidence to the contfaoyn dozens of computer
scientists, election integrity advocates, local citizens and national news articles;

1 Posted endorsements of Handel ¢imcebookTwitter and his social mediaeb sitethat
readinparta L £ 221 FT2NBINR (2 g2NJAy3 6AGK YINBY
Fd GKS oFtft2( 02E®¢

State Elections Director Chris Harvey testified before the House Science and Technology
Committee on October 22, 2017 where he:

1 Stated tha there have been nassues with Georgia voting systems despite the list of
problems identified in the Appendix of this study, most of which occurred and were
investigated after 2007 when Harvey became the Chief Investigator of the SOS office

1 Stated that @orgia code requires the use of DREs although Georgia code actually allows
four different types of voting equipment to be employed

1 Statedhe did not hear about problems with the voting system during the GA6 races
although during the Special Election thevas a two hour reporting delay and a shift in
votes caused by voting machine security flaws as explained in a previous VetadgA

GA6Rundf candidateKaren Handel also demonstratéizarre behavior concerning the voting
system adoth a SOS candidatandas the former SOS in charge of the syst@uaring that
time Handel:
1 Reneged on her pledge thats Secretary of State | will establishanmission that includes
both county and state elections officials to make recommendations regarding new purchases of
St SOUNRBYAO @20Ay3 YI OKAYySat¢
1 Reversed her positioon replacing the voting systeafter writing areport to explan in
writing the need forvoter verification of their ballots, election audits and a paper audit
trail as the ballot of record;
1 Received ove25,000 in donationfrom family members and partners of the voting machine
vendor lobbyistMassey Bowers LLC ahided as Assistant SQ%assey Bowers partner, Rob
Simmswho became a &y fund raiser in hegubernatorialand U.S. Senaisampaigss.
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CONCLUSIONS

Unverifiable Vote Verification

Thisanalysiestablishesactual party affiliation for Runoff voters by retrieving their primary
voting history. tlincorporates the actual affiliation intthree different verification scenarios in
anattempt to confirm the reported GA6 Runoff results are correct. The scenaffieisa range
of possibilitiescovering the spectrum of how unaffiliatetRunoffvotes may hae been cast for
the candidates.Thethree verificationscenarios-Affiliated Party Line Vot&SharedPartyRatio
and Unédfiliated Vote Split-- cover a range that includemajority Republican, majority
Democratic anan equal splitof unaffiliated voters As previously explainedp one verification
scenariocanplausiblyconfirmthe reported resultof a Handel 3.76 percent victory margin

The reported results generated skepticism fregveralunprecedented conditions that they
rendered.For example

1. There isno known precedenfor aRunoffparticipant gaining a percentage roughly
equal to that of all 16 opponents from their previous electibiandel gained all 32

percent including small shares from 4 Democrats while Ossoff totals remained near flat;

2. There isno known precedenffor a candidate losing part of their vote percentage in a
countywhen advancing from aelection with 17 opponents to Runoffwith one
opponent & a2FFQa ©@20GS LISNDSyY (I KB conbed diterilgi S R
of his @mpetitors were eliminated.

The vast majority of votes for Special Election candidates who did not advance were Republican

votes that wee reported as goingp Handel. Howevemo crossovenotes from that 32 percent
block of votes wento Ossoffaccordirg to the reported resultdf there was no Repuiaian
crossover to Ossoff, then he had to have vadinof the unaffiliated voting, representing 70% of
the total Runoffvotes includinglandslide 75 to 25 percent and 61 to 39 percent margins for
mailin andearly voting, respectively.

The reported results could only be correct if the increased voter turnout in the Runoff was
decidedly more Republican and strongly favored Handel. However, the Ossoff margins of
victory for unaffiliated votes as needed to aebe the reported resultsvithout crossovemwould
requirea heavier Democratic turnout than Republican.
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Verifiable vs. Unverifiable Vote Disparities
Disparities identified between potentially verifiable mdil results and unverifiable electronic
results areunprecedented in electronic vote monitoring historyror example:

1. There isno precedentfor a candidate winninghe verifiable maiin voting by &4
percent to36 percentmargin while losingn election Runoff maHin votes
represent over 10 percent of the total vote and thus are a more than adequate
statistical sample. The margin exceeds by almost 20 total swing points the 54.6
percent to 45.4ercent margin that Vic Rawl won in maalballots when reportedly
losing the 2010 South Carolina U.S. Senate Democratic primary to Alvin Greene;

2. Results from dozens of precincts showetprecedented 60 totgboint swing
reversals betweempotentially veifiable maitin andunverifiable Election Day vote

margins. The closest known corollary that could be considered similar are the results

from the previously mentioned 2010 U.S. Senate Democratic primary that is
considered to bene of themost suspect eletronic voting elections in U.S. history

This analysis statically refutes in three wayp$ounded speculatiorthat attempted to justify
the disparitiesby assuming more Democrats voted via mail in the Runoff than Republicans:

1. About 61 percent of actuaGA6 Runoff mailn voters previously voted for Republicans
and not Democratsn the 2014 anfor 2016 primarieswhile only 39 percent of those
voters voted for Democrats and not Republicans;

2. Historically, 11 percent more Republicans voters voted by hai the margin of
victory that Republicans had over Democrats in 2012, 2014 and 2016 GAG6 elections;

3. Karen Handel ran laighlysuccessfuRunoff matin campaigrthat had a 596 percent
Republican Party growth rate from the Special Election and more thableld the
Ossoff growth rate from his very successful Special ElectioAmzimpaign.

Someof the dsparity between verifiable maiin vote-counts and unverifiablelectronicvote-
counts recordectan be attributed to increased Republican voter turnduting early voting
and on Election Day. Howevéssoffattained a 64 to 36 percent margin in verifiable maiih
ballots in spite of a 61 to 39 percent Republican turnout advantage in affiliated Araioters.
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Ossoffattaineda 51 to 49 percent margin in early voting ballots in spite of a 71 to 29 percent
Republican turnout advantage in affiliatedrlyvoters When unverifiable early votegre

totaled in lieu ofverifiable maiin votes the vote-count totals becomedisproportional to the
actual partyaffiliation. Republicane@masseda 10 point advantage in affiliated early voters
over affiliated mailin votersin the Runoff That advantage should hapeoduced less than an 8
point Handeladvantage in the total eaylresultsonce the defined early voting crossover rates
are appliedHowever, the unverifiable voting machines recorded a 13.5 gddartdel

advantage over maih totals, over5 pointsmore thanwould be expeted:

Actual Statistics Affiliated Affiliated Difference | Mail-in Early Vote | Difference
Mail-in Voters | Early Voters Results | Results

OssoffDemocrats 39.06% 28.9P%0 -10.09% | 64.18% | 50.67% -13.51%

HandelRepublicans 60.9%%0 71.03% 10.09% | 35.82% | 49.33% 13.51%

There is little explanation for the extretesthat the voting machines recorded for Han@eid
discountedfrom Ossoff Therefore, consideration must be giventte potential manipulation

of unverifiable votecountsthrough a vote swapping hacldlthough relatively smallhe 5

point deviationfor each candidate roughly represents ovdr,400 votes or enough to change

the outcome of the Runoff that was decided by less than 9,300 votegn if we cut the
crossover rate by more than half to 10% there is still a 10,300 vote difference in the outcome,
which is enough to reverse the election on this early vote difference alone.

Vulnerabilit ies

The primary evidence supporting the accuratyhe results is the consistency across county
boundaries.That consistency largely rules oldcalizedtampering, fraud or errorsHowever,

it fits comfortably with the broadesystemidnterference scenariindicating thatGA6 Runoff
results may have been altered at some point in the process between the time CES prepped
the election and the time counties reported the Runoff results.

Supporting such a possibility are the facts telbwthe Center for Election SysterfGESleft

key election data needed to hack an election virtuakposedon their public websitewithout
password protection That datawas vulnerable to hacking for months while the elections were
being prepped angerhapseven years before that. Such critieplication data is normally
placed on an internal application server protected by a firevkallhis casehowever,any
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potential hacker could gain access to create, read, modify, deletexecuteany data on the
serverincludingthe:

1 Georgia voteregistration data containing 6.7 million personally identifiable records
GEMS county databases used to accumulate votes for elections
PDFs of election server administration documents including supervisor passwords
Windows executables used to creatatabases, export election results, etc.
Training videos thagxplairedto county users how to download files onto a memory
card and insert it taipdatea voting system

= =4 4 A

Although CES Executive Director Merle King was informed during the previous yeathabou
vulnerabilities they were not remediatedand he never informed the Secretary of Staféhe
Georgia voting systenvas vulnerable to the exact type aftackthat canproduce consistently
incorrect resultsacross county boundariemnd presenthe types ofdisparitiesfoundin this
analysisSuch a hack could swap votes between candidates without detection in a manner
similar to that demonstrated by Dr. Ed Felten to the U.S. House Administration Committee in
2007.An externabr internalattacker could plant such a hack that would rm# detectable by
state and county election officiglsr possibly everCES personnel.

Open Records Requests show thatinties download election information from the CES web
serverfor each new electionBallot positioning foa Runoffvote swaphackwasdeterminable

as early as Februafy, 201 Avhen qualifying closed. At that time, it was known that Democrat
Jon Ossoff would likely make tRanoffand all viable Republican challengers would appear
alphaleticallyahead of him on the ballo©Only one Republican unknown at the timas slated

to appear after Gsoff. He received less thampércentof the Special Electiowote.

Despitethe critical nature of the exposed election data, there has still beepublic
accountabilityat the time of this writingor what has transpired. The public remains
uninformed as to:
1 Why CES created such an exposure that conflicts with basic internet design standards;
1 How many years the exposure existed;
1 How the vulnerabilitiesvere remediated if indeed they have been.

Given the potential vulnerabilities that may have existed in the Georgia voting systera, t

are at least three ways in which an external hacker could plant malware to change the GA6
runoff election resultsvithout detection by state and county officialsThese include:
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1 Initiate precincts in the elections database walcertain amount opositive votes for
one candidate andn equal number ofiegative votes for another candidate

1 Deploy o modify a Windows executable to tell the system to swap votes from one
candidate to another after a certain number of votes are counted (Ex: evéltydte)

1 Modify an express poll book file that is downloaded by the counties to flashoasts
by poll baks to createvoter access cards that voters use on each voting machine

Synopsis

Based on thelisparitiesdescribedn comparngactual party affiliation to actual reported

results for all voting typtotals, it is statisticallyimprobable that thereported results are

correct Specifically, it is probable thah external (or internal) attackgrantedmalwarein a

way to transfer roughly 5 percent of early votes from Ossoff to Har®lelh an attack would

explain most of the disparities uncoveradthis analysisTheundetectablemalwarehack

g2dzf R KI S NBRdAzOSR haaz2F¥¥Qa SINIeée @268 G20l t a
totals by 5 percentThat deviation represents over 11,400 votes or enough to change the

outcome of the Runoff thatwas decided for Handel by less than 9,300 votes.

Without forensic data it would be presumptuousitder whatmethod an attackemrmay have
employedto implement suchmalware The methods could producevate shiftthat would be
reflected in the early vote totalgist as we observedrhey could also produce a different
residual vote shifon Election Dapswe also observedrhe attacker could have made the
changes directly to an elections databamdile that was exposeé on the public web servefhe
attacker could also potentially access other CES elections databaisélesthrough firewall
exceptions after testing the malwarith the exposed elections databaseand files

Election Day reported results are also seipdue to the huge 40+ poimbtal swingdeviation
between verifiable maiin and unverifiable Election Day results. However, there is insufficient
data to determine whether the deviation was caused by vote manipulation or simply
attributable to the remarkable Republican affiliated turnout thatcarred on Election Day.
Verifying the actual affiliated turnout is outside the scope of this analysis which is limited to
determining whether or not the voting system counted correctly based on the actuals input it
received.Therefore, this analysis condes that it is more probable thaElection Day reported
results are correct and attributable to the stro88 percentRepublican affiliated turnout.

The analysis confirmearly indications identified by election integrityonitorsin their letter to
county election boards prior to GABunoffcertification. Theofficial results of the5A6 Special
RunoffElection may béncorrect, to the point thathe election outcome appears to have been
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affected. The statistical patterns indicate strong likelihood that the outcome of th@é A6
SpeciaRunoffElection was alteredlhosealterations areto the extent that the outcome was
likelyreversed

Thedisparities and related evidendkat have beeruncovered now place theurden on state
and county eletion officials and in particular Secretary of State Brian Ketopespond.
VoterGA members call upon Secretary Kemp to immediately establish a public fomnere
the answers taletailedquestions raised by this study avell asother citizenscan be fully
answered For example:
1 Why did CEBlace GEMS election databases on a public web server?
1 Why is there a 40+ total point swing between mailvote-counts and Election Day vete
counts in the GBRunoff?
1 Why does the=arly votedisparity describd in this study exist if th&A6 Rnoff was not
hacked?
1 What specifianswers andletails can CES immediately provide to the public to prove
that the GA6 Runofivas not hackediue to CESulnerabilities?
1 Why did the CES Executive Director fail to remedihé vulnerabilities and refuse to
notify the Secretary of State when the vulnerabilities were discovered?

We further call upon state and county election officiaédsprove to Georgiasthat the reported

Runoffresultsthey have certifiedare actuallycorrectand that no such attack took placgadly
thatmay beimLJ2 8 A A 0t S gcurietvoinGsgskem A | Q &

Page48of 71



VoterGA GA6 Runoff Election

StatisticalAnalysis

EXHIBITS

Exhibit1 - 6" District Special ElectioResults

Candidate
DAVID ABROMS 0.85% 1,639
MOHAMMAD ALI BHUIYAN 0.22% 415
RAGIN EDWARDS 0.26% 504
KEITH GRAWERT 0.22% 415
BOB GRAY 10.80% 20,802
KAREN HANDEL 19.77% 38,071
ALEXANDER HERNANDEZ 0.06% 121
JUDSON HILL 8.76% 16,870
RICHARD KEATLEY 0.12% 229
AMY KREMER 0.18% 351
BRUCE LEVELL 0.24% 455
WILLIAM LLOP 0.17% 326
DAN MOODY 8.84% 17,028
JON OSSOFF 48.12% 92,673
ANDRE POLLARD 0.03% 55
REBECCA QUIGG 0.16% 304
RON SLOTIN 0.25% 491
KURT WILSON 0.95% 1,820
192,569

Exhibit2 ¢ 6™ District RunoffElectionResults

Last updated [ 6/26/2017 5:37:19 PM EDT ¥ erNT %0 SHARE Counties/Precincts Reporting

RESULTS

tative, District 6

Click to see the Con

Counties/Precincts Reperting: 100%
- KAREN HANDEL (REP) 5178«
. JON QOSSOFF (DEM) 4822«

COUNTIES COMPLETE 3/3
PRECINCTS COMPLETE 208/208

See Counties Reporting »

Voter Turnout

TOTAL
58.16%

260,455

447,826
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Exhibit3 ¢ Election IntegrityMonitors Letterto County Election Boards:

June 23, 2017

Georgia State Election Board 214 State Capitol Atlanta, GA 30334

Cobb County Board of Elections and Registration 736 Whitlock Ave NW #400
Marietta, GA 30064

DeKalb County Board of Registration and Elections 4380 Memorial Drive, Suite 300
Decatur, GA 30032

Fulton County Board of Registration and Elections 130 Peachtree St Suite 2186
Atlanta, GA 30303

RE: Grave Concerns about the integrity of GA6 Special Runoff Election

Dear Election Board Members:
We the undersigned public advocates for accurate and transparent elections are

writing to alert you to early indications that hacking or other tampering may ha ve
altered the results of the Sixth District Special Election Runoff held on June 20,
2017.

As you are aware, the majority of votes in the District are cast on direct record
electronic (DRE) voting machines that produce no paper record. Therefore, the

pre sence of statistical anomalies is key in assessing the accuracy of election results.
Statistical review by qualified analysts has only begun, but red flags are already
apparent.

The only verifiable votes cast in Georgia are the absentee mail -in ballots. M ail-in
voters constitute a discrete subset of the total electorate for each election, and

official records reveal a consistent pattern of mail -in voter partisanship in GAG.
Historically and consistently, Republican voters (i.e., those casting their vote fo r the

Republican candidate) in GA6 are more likely to vote by mail than are Democratic

voters. In any given election, therefore, percentages for Republican candidates

would be expected to be higher among mail -in voters than among the electorate as
a whole.

However, in the Special Runoff Election, exactly the opposite occurred. The

numbers werené6ét even close, with the Democrtr
votes 64% to 36%, while reportedly losing the election 48% to 52%. The data,
both historical and cu  rrent, is a matter of public record.

atic
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GA6 Special Election Concerns - 2

Again, this glaring disparity is especially significant because the votes cast on mail -
in ballots are the  only votes that can be verified . This means they can be recounted

if any doubt exists as to their veracity. It also means mail -in votes are less likely to

be tampered with, because:

a) tampering would be much easier to detect, and

b) mail -in votes make up such a small percentage of th e total vote (just over
10% in this election) that tampering with them would, given the far greater risk
factor, be neither a necessary nor desirable way to alter the results of an election.

When combined with known vulnerabilities of the systems in use, the known
extended exposure of key election data stor
website at Kennesaw State University, and numerous tracking polls, emerging

statistical patterns indicate a strong likelihood that the outcome of the Special

Runoff Election was altered.

In other words, the candidate for whom the most voters cast their ballots
may have been declared the loser of the Special Runoff Election.

Please understand that we are not claiming that the information in this letter proves
either that the election results were tampered with or that they are inaccurate. DRE
technology does not produce such proof. It also, notably, does not produce proof

that the election results were not tampered with or are accurate . This is precisely
why DRE votin g systems should be banned from use in U.S. elections.

The information does, however, provide significant evidence  that it is highly likely
the unofficial results of the Special Runoff Election are incorrect, to the point that
the election outcome appears to have been affected.

We declare that based on the above information, there is no basis for public

confidence in the election results of the GA6 Special Runoff Election . Should
you continue to stand by the reported results, we call upon you to prove to
Georgiabds voters that the reported results

of the votes cast by the voters of Georgiab
Sincerely,
John Brakey Executive Director and Co -founder , Americans United for Democracy

Integrity & Tra nsparency (AUDIT -Arizona)

Dr. Lora Chamberlain Organizer, Clean Count Cook County

ed
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S
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GA6 Special Election Concerns - 3

Bev Harris BlackBoxVoting.org

Phyllis Huster Ladies of Liberty

Mimi Kennedy Advisory Board Chair , Progressive Democrats of America
Ray Lutz Founder , Citizens' Oversight Projects

Mark Crispin Miller Professor of Media, Culture & Communication New York
University

Dr. Laura Pressley, Ph.D. Founder , Save Our Texas Vote Coalition

Jonathan D. Simon Author, CODE RED: Computerized Election Th eft in the New
American Century

Jim Soper Co -Chair, Voting Rights Task Force Author, CountedAsCast.org
Paul Thomas Co -founder , Election Justice USA

Organizations listed for identification purposes only.
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Exhibit4 ¢ VoterGALetterto County Election Boards:

VoterGA

DATE: June 23, 2017
Dear Election Board Members,

| am writing to express grave concerns about problems with the 6" District Spedial Election
Runoff (GAG) held on June 20™. The unofficial election results have caused national election

integrity experts to unanimously conclude that there is a doud of doubt as to whether the
results can possibly be correct. Here is some background:

1. Georgia has used unverifiable voting equipment since 2002. Vioters cannot verify the
electronic record of their ballot, election officials cannot audit results independently for
vote count accuracy, and recounts only reprint previous unverifiable results.

2. Several patches have been made and the system has not been fully re-certified since
2008. No Secretary of State has ever specifically certified any Georgia voting system for
accuracy according to law. [O.C.G.A § 21-2-279.7]

3. 20 computer science professors from throughout America have explained the problems
with Georgia“s voting machines to our Secretary of State and offered their assistance in
helping to mowve Georgia to verifiable voting but they received no response

4. 10 different studies from states from Universities such as Princeton, Johns Hopkins,
Stanford and Georgia Tech as well as states such as Maryland, Chio, California and
MNevada have conduded that the AccuVote TS machines identical to the ones that we
have security flaws use cannot safely and accurately conduct elections

5. Concern about GAB election hacking heightened recently after voting machine files were
left exposed indefinitely on the Center for Elections’ (CES) web site at Kennesaw State
University. CES prepared the ballots that are installed on every GAG voting machine.

6. Voting machine security flaws were found in the April 18™ GAB election when a
memory card from one election was loaded into the live election results of the GAG
election and the GEMS server did not detect it

7. The dramatic percentage differences between verifiable mail-in counts, early voting and
Election Day counts indicate that there is a serious problem in the unofficial results. In
particular, they point to guestions about the accuracy of the unverifiable machines used
on Election Day

For these reasons and many more, | believe that there is risk to the county in certifying the
election results until independent parties with the appropriate oversight can perform the
proper forensics on the equipment to ensure that was operating properly.

Sincerely,
Garland Favorito
VoterGA.org

404 B64-4044 CL

Garand@msn.com
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Exhibit5 ¢ Letter from Computer Scientists to Secretary of Statad@r Kemp

March 15, 2017

The Honorable Brian Kemp
214 State Capitol

Atlanta Ga. 30334

Dea Secretary Kemp,

On March & it was reported that the Federal Bureau of Investigations is conducting a crim

investigation into an alleged cyber attaxfkhe Kennesaw State University Center for Election

Systems. According to the KSU Center for
authorized KSU to create a Center for Election Systems, dedicated to assisting with the
deployment of the Dir@ Record Electronic (DRE) voting technology and providing ongoing
s u p p[b] ThHe Ceénter is responsible for ensuring the integrfityhe voting systems and
developing and implementing security procedures for the election management software i
in all county election offices and voting systems.

The Center has access to most if not all voting systems and software used in. Gesdsgias
responsible for programming these systems and accessing and validating the software or
systems. It is our understanding that the Center also programs and populates with voter r
the electronic poll books used in polling places siate. A security breach at the Center coul
have dire security consequences for the integrity of the technology and all elections carrig
Georgia.

In order for citizens to have faith and confidence in their elections, transparency is crucial
including about events such as the KSU breach, and its extent and severity. While we und
that this investigation is ongoing and that it will take time for the full picture to emerge, we
request that you be as forthcoming and transparent as possiblemggaitecal information
about the breach and the investigation, as such leadership not only will be respected in G
but also emulated in other states where such a breach could occur. We expect that you a
already pursuing questions such as the Wahg, regarding the breach, and trust that you will
make public the results of such inquiry:

Can you estimate when the attacker breached
How did the attacker breach KSU6s system?
How was the breach discovered?

Which files were accessed?

Wereany files accessed that related to softwal

inal

El ec

nstalled

these
pcords
d
doutin

erstand

eorgia

[€

KSUO s

ogkrwnNE

Is there any evidence that files were modified? If so, which files?
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7. Had KSU begun ballot builds for the upcoming Special Election?

8. To whom are these attacks being attributed? Could this be an insider attack? Has the FBI
identified any suspects or persons of interest?

9. Has the FBI examined removable media for the possibility of implanted malware?

10. Has the FBI examined the hash or verification program for tampering? \

11. What mitigations are planned for the near- and long-term?

In any state an attack on a vendor providing software and system support with suaaing
responsibilities would be devastating. This situation is espediatijle, because of the reliance on DR
voting machines that do not provide an independent paper record of verified voter intent. KSU hag
instead sought to verify the validity of the software on the voting machines by running a hash prog
on all machinesefore and after elections in an effort to confirm that the software has not been
altered.| 2 6 SOSNE AF Y{! Qa StSO0GA2Y LINPINI YYAYy3D g
verification program could have been modified to affirm that the softwamisect, even if it were not.
This is a risk of using software to check the correctness of software.

Of course all Georgia elections are important. This month and next irghetgal Electios as
well. If these upcoming elections are to be run on DREsgmallbooks that are maintained an
programmed by KSU while the KSU Center for Election Systems is itself the subject of an
ongoing c¢criminal i nvestigation, It can r
likely to improve any time soon.

We urge you to provide Georgiabs citizen
vote that their name will appear correctly on the voter rolls, as well asupggiinted voter lists
in case anomalies appear. Most importantly, we urge yaattwith all haste to move Georgia
a system of voteverified paper ballots and to conduct pekction manual audits of election

results going forward to provide integr.i
would be strongly supportevof such efforts and would be willing to help in any way we can

Sincerely,

Dr. Andrew W. Appel
Eugene Higgins Professor of Computer Science,
Princeton University

Dr. Duncan Buell

Professor, Department of Computer Science & Engineering, NCR Chair of @orfjoience &
Engineering,

University of South Carolina

Dr. Larry Diamond
Senior Fellow, Hoover Institute and Freeman Spogli Institute,
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Stanford University
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Dr. David L. Dill
Professor of Computer Science,
Stanford University

Dr. Richard DeMillo
Charlotte B, and Roger C. Warren Professor of Computing
Georgia Institute of Technology

Dr. Michael Fischer
Professor of Computer Science,
Yale University

Dr. J. Alex Halderman

ProfessorComputer Science and Engineering
Director, Center for Computer Security anctigty
University of Michigan

Dr. Joseph Lorenzo Hall
Chief Technologist,
Center for Democracy & Technology

Martin E. Hellman
Professor Emeritus of Electrical Engineering,
Stanford University

Candice Hoke
Co-Director, Center for Cybersecurity & Privacy Rrcation and Professor of Law,
Cleveland State University

Harri Hursti
Chief Technology Officer and elmunder, Zyptonite,
founding partner, Nordic Innovation Labs

Dr. David Jefferson
Lawrence Livermore National Laboratory

Dr. Douglas W. Jones
Department oComputer Science
University of lowa

Dr. Joseph Kiniry
Principal Investigator, Galois
Principled CEO and Chief Scientist, Free & Fair
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Dr. Justin Moore
Software Engineer, Google

Dr. Peter G. Neumann
Senior Principal Scientist, SRI International Computer®ad_ab, and moderator of the ACNM
Risks Forum

Dr. Ronald L. Rivest
MIT Institute Professor

Dr. John E. Savage
An Wang Professor of Computer Science,
Brown University

Bruce Schneier
Fellow and lecturer
Harvard Kennedy School of Government

Dr. Barbara Simons
IBM Research (retired),
former President Association for Computing Machinery (ACM)

Dr. Philip Stark
Associate Dean, Division of Mathematics and Physical Sciences,
University of California, Berkeley

Dr. Vanessa Teague
Department of Computing & Informatiddlystems,
University of Melbourne

Affiliations are for identification purposes only, they do not imply institutional endorsement

S.
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Exhibit6 ¢ Karen Handel Flyer with Absentee Ballot Application
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DATE OF BIRTH DAYTIME GM NUMBER
- P J, —)——
EMAIL ADDRESS (required for UOCAVA Voter

NAME AS REGISTERED TAST FIRST MIDOLE NAME EGISTERED
ADDRESS AS REGISTERED STREET # cImy 1P CODE ADDRES § REGISTERED

SIGNATURE OR MARK OF VOTER - REQUIRED SIGNATURE OR MARK OF VOTER ~ REQ

StepS: Karen Hand'él ;

Paid for by the Georgia Republican Party, Ilj

PO Box 550008
Atlanta, GA 30355

*+**SCH 5-DIGIT 30076 FSSC

S GARLAND FAVORITO
OR CURRENT RESIDENT
; 220 TALLOW BOX DR LOT 21
/ ROSWELL GA 30076-3425
e L U A

&,770.695.7283 & info@karenhandel.com
www.KarenHandel.com
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Exhibit7 ¢ Georgia Election Environment Suppdftow from Center for Election Systems

Flazh Kennzzzw State University
Card Center for Elaction Svstems
Poll Gemz
Book Sarver
Votar "4 Memory
Accass “ St
Cad \. llllllll ll'l.ll..l.l.) ( \-’d
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Exhibit8 ¢ Specialand RunoffElection Results Comparison:

GAG6 Election Results Comparison

Republicat G0
Demeocrat 43 92
2 Independet g
Other Democrats April 187 General Other Republicans
00 21 7D
9% 48.13% 19.77° %

32.01% mncrease

09% increase

48.22% 51.78%
June 20" Runoff
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Exhibit9 ¢ Affidavit of Internet Security Professional Logan Lamb
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