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ABSTRACT
As a new generation of voting system technology is deployed in response to concerns about the
security of American election infrastructure, the role of voter verification of paper audit trails
(VVPAT) has re-emerged as central to insuring election integrity. A key step in many electronic
voting systems relies on the ability of a voter to carry out what seems at first blush like a simple
task: review a computer-generated record of ballot choices made moments before to verify that
those choices have been fully and accurately recorded. Prior studies have not addressed what
appears to us to be the fundamental question to be resolved if VVPAT is to be a cornerstone of
voting technology: can electors verify their votes by reviewing a paper ballot summary? If so,
then the paper records are relatively secure evidence of voter intent that can be be used to
conduct audits and recounts. If not, then adversaries who are able to compromise voting systems
can change votes with impunity. The experiments described in this paper, conducted in 2018
during the May 1 and August 2 Tennessee primary elections, suggest that the answer may be
“No.”
In asking this question we are not concerned so much about the practical problems
associated with VVPAT as whether there are fundamental cognitive limitations on the act of
verification itself. We present preliminary evidence suggesting that, in actual polling place
settings, most voters will not attempt to verify paper ballot summary cards, even when directed
to do so. Furthermore, polling place exit interviews of voters who attempt to review their ballots
reveal that a statistically significant fraction is unable to recall important details of ballots cast
only moments before. Voters either fail to recognize errors in ballots presented to them for
verification or fail to recognize that the ballots presented for verification were not the onces they
cast. These results are broadly consistent with other recent studies that cast doubt on the
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reliability and accuracy of memory recall and are evidence of voter memory errors that would
make a verified ballot summary card impossible to rely upon as a reliable source record for a
post-election audit.
This study differs from prior studies on VVPATs used with DRE (“Direct Recording
Electronic”) machines, as this study is limited to more recent electronic ballot marking device
(“BMD”) technology. Such technology involves a voter making choices on a touchscreen
machine that produces a ballot summary card (not the full ballot contents). The ballot summary
card is inserted into a separate mark sense scanner to complete the vote casting process. A
consequence of the results presented here is that voters who cast ballots on compromised ballot
marking devices in which votes have been changed but who have not securely registered their
ballot choices by, for example, hand-marking paper ballots, are generally unable to detect vote
manipulation. The implications for future voting system design are also discussed.

INTRODUCTION
The passage of the Help America Vote Act (HAVA) 1 in 2002 and the nearly 4 billion dollars in
HAVA funds subsequently disbursed to the states 2 helped usher in the present era of electronic
voting based on computer touchscreens. The authors of HAVA anticipated that voter confidence
would be a significant factor in widespread acceptance of computerized voting, and they
included a requirement for enabling voter verification of ballot choices before votes are
electronically tabulated. Although HAVA plainly requires a voter verified paper audit trail
(VVPAT) 3, not all voting machines purchased in the years following the law’s enactment printed
paper audit trails. 456
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Voting system vendors and a small but influential group of voting technology enthusiasts
argued instead that voters can verify their choices on the touchscreens before submitting their
ballots. 7 That approach, however, violates the cyber security redundancy principle responsible
for detecting manipulation 8. Touchscreen displays, and electronic records of cast ballots share
common modes of failure since they rely on the same memory and computer logic that would be
compromised in a successful attack. This lack of independence invalidates any post-election
audit that seeks to compare voted ballots with reported election results. To help resolve the
question of whether paper is an essential aspect of voter verification, the Auditability Working
Group of the Election Assistance Commission (EAC), which HAVA established to oversee
implementation, commissioned a study by the National Institute of Standards and Technology
(NIST). The resulting 2011 Report 9 to the EAC was unequivocal in finding that paper records
for the recording of votes are necessary: “[We] found no alternative that does not have as a likely
consequence either an effective requirement for paper records or the possibility of undetectable
errors in the recording of votes.”
Paper—hand-marked by a voter in the form of a ballot—is the medium preferred by most
experts for recording voter intent, despite a nearly twenty-year campaign by the voting system
industry to promote an all-electronic pathway from capturing a digital record of voter intent to
tallying and reporting elections results 10. A 2018 report by the National Academy of Sciences 11
summarizes the rationale:
A paper ballot–based voting system makes the paper ballot the official “ballot
of record” of the voter’s expressed intentions. Other representations (e.g., an
electronic representation produced by a scanner) are derivative and are not voter
verifiable. 12
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Yet, many election systems do not regard the ballot marked by the voter as the cast ballot.
In fact, some states rely exclusively on paperless touchscreen systems. In these states, there are
no voter-marked ballots. However, many other states have converted to new voting machines
that use paper ballots, and those that have not will likely do so when their existing systems are
replaced 13. Promoted heavily by the voting machine industry, systems that automatically mark
ballots in response to touches on a screen are becoming more common. In such systems, screen
touches are sensed by software, recorded in computer memory, and subsequently printed as 1D
or 2D barcodes for official counting and on a human-readable paper card (a “ballot summary
card”) for voter verification. Once verified, an electronically produced paper ballot barcode is
scanned by a mark sensing device, thereby casting the vote. If a voter verifies the human
readable portion of the cast paper ballot summary card, vendors of such ballot marking devices
(and their advocates) consider the cast ballot to have been verified and therefore suitable as a
VVPAT for purposes of audting and recounts 14.
Voter verifiability has always been controversial. It was addressed by the MIT/Caltech
Voting Project 15 in a working paper 16 focused on security and usability concerns of touchscreen
voting units. This study and related research—whether through experiments, election
observations, or the design of auditing protocols that require VVPAT—have left unresolved
what seems to us the central problem of VVPAT: “…establish that people can in fact verify their
ballots using a paper receipt.” 17 In other words, is the very concept of voter verification of
electronically created paper trails meaningful?

ELECTRONIC BALLOT MARKING DEVICES
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There is no common definition of what constitutes a verified ballot. Ballot summary
cards are sometimes used as official audit records, but summaries may be difficult for voters to
verify because of their length or complexity. It is possible that a clever designer might break
voter verification into several smaller steps, which would make summaries easier to verify. This
paper avoids such speculation by dealing only with voters’ recollection of ballots cast. Our
reasoning is as follows: if voters cannot distinguish between correct and incorrect versions of
their own ballots, then verifying summaries or other renderings of those ballots is no less error
prone since any such verification necessarily includes recall of prior choices as a prerequisite
step.
We limit our study to electronic ballot marking devices (BMD) 18 that use touchscreens to
record and print voter choices on paper ballot summary cards. A ballot summary card contains a
human readable summary of the selections made by the voter but not other unselected choices
that may have appeared on the ballot. The card may also contain computer generated marks such
as 1D or 2D barcodes that encode the official vote and other information that is not in human
readable form (see Figure 1). These computer-marked summaries are verified by voters and fed
into mark-sense scanners that store vote totals for subsequent tabulation and reporting. Without
loss of generality, we assume that the scanners can either sense human readable voter selections
or non human readable encodings of those selections. BMD advocates believe that the act of
printing a computer marked ballot summary card and presenting it to the voter for verification
before casting the ballot eliminates the need for a hand-marked paper ballot since only a few
seconds elapse between the act of voting on the touchscreen and a voter’s examination of the
printed ballot summary card. Surely, they assert, a voter will be able to recognize and verify that
the printed ballot summary of selections made is a correct rendering of the intended votes.
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This paper describes the results of experiments aimed at determining the extent to which
voters recall ballot choices in realistic voting environments and whether such computer
generated ballots are appropriate source documents for post-election audits and recounts. The
results reinforce results of prior studies showing that voters are disinclined to review paper trails
for accuracy19 20. However, the present paper goes further, demonstrating that, to a statistically
significant degree, under conditions favorable to recall, even when attempting to verify ballots,
voters cannot accurately recall all prior choices and full ballot contents even if those choices
were made only moments before. We do not, in this paper, propose a mechanism responsible for
these limitations, although one plausible explanation is that cognitive limitations associated with
short term recall and memory errors play a role. The paper concludes with a discussion of the
impact these results should have on the design of future voting systems, particularly those BMD
systems that print ballot summaries and non-human readable marks, such as bar codes and QR
codes

STUDY DESIGN
Study 1: Do voters review their ballot summary cards?
Coalition for Good Governance (CGG) volunteers visited two precincts near Gatlinburg,
Tennessee (Sevier County) on May 1, 2018 during the county primary election. The county had
recently switched to an electronic ballot marking device voting system (ExpressVote by ES&S)
that uses touch screens for voting, producing scannable barcode votes accompanied by
information-only human readable text of the selections (only) on a ballot summary card. The
ballot summary card is then fed into a separate optical scanner in the polling place.
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The CGG volunteers were asked to observe voting on the touchscreens machines and
make note of the number of seconds each voter spent reviewing the ballot summary card while
standing at the voting machine, en route to the scanner, or while standing at the scanner.
Volunteers used the stopwatch on their smartphones to measure the number of seconds. The
authors recognize that there can be some variability in how the volunteers observed and counted
the number of seconds voters spent reviewing their ballot summary cards. Inter-rater reliability
was not established, and for this reason, we provide results below that should be regarded as
preliminary.
Study 2: Can voters verify their ballot summary cards?
Prior to Tennessee’s 2018 primary election, two sample ballots were printed for each
party, the first showing the correct races and candidates and the second showing certain errors
(see Appendix). On the Republican sample ballot for the precinct being observed, the Tennessee
House of Representatives 30th District was replaced with the 29th District. County Commission
District 8 was replaced with County Commission District 9, and School Board District 8 was
replaced with School Board District 9. On the Democratic sample ballot, the Tennessee House of
Representatives 30th District Democratic candidate was replaced with the Republican candidates
from the same district. County Commission District 8 was replaced with County Commission
District 9, and School Board District 8 was replaced with School Board District 9.
On Tennessee’s primary election day, August 2, 2018, CGG volunteers visited two
polling locations outside of Chattanooga for which the sample ballots were created. The
volunteers stood outside a 150 feet radius of the polling location, and as voters left, the
volunteers engaged voters to ask if they would be willing to respond to a few questions. If the
voter responded with a ‘yes,’ the volunteer first asked in which primary they had just voted,
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Republican or Democratic. The volunteer then chose, at random, either the ballot marked with a
red 1 or the ballot marked with a red 2. Volunteers were not told in advance which ballot was
correct. The respondent’s party and the number of the ballot were recorded on a data sheet. The
voter/respondent was permitted time to review the ballot, then then the volunteer then asked the
respondent, “Is this the ballot you just voted on?” If the respondent answered in the affirmative,
they were thanked, and the survey was terminated. If the respondent answered in the negative,
they were asked to describe the errors they saw. Upon recording the voter’s description, the
volunteer thanked the voter and the survey was terminated.
Study 1 Results
Bearing in mind the limits to the first study of whether voters reviewed their ballot
summary cards prior to inserting them in the scanner, we solicited observations of voter behavior
from CCG staff assigned to two polling locations in Sevier County:
•

Eighty-seven voters were observed in Sevier County; 46 at one location and 41 in a
second location.

•

Forty-six voters were observed reviewing their ballot summary cards (52.9%), while 41
did not review their ballot cards (47.1%). Of the 46 who reviewed their ballot cards, 18
were at the first location visited by the volunteers and 28 at the second location.

•

The average time spent by the 46 voters who reviewed their ballot cards was 3.9 seconds.
(with a standard deviation of 3.8 seconds). The minimum time spent reviewing was one
second, and the maximum was 19 seconds. The ballots each contained 18 contests, and it
seems unlikely that a half-second per contest allowed sufficient time to conduct an
effective review.

Study 2 Results

DeMillo, Kadel & Marks

11/28/2018

Electronic copy available at: https://ssrn.com/abstract=3292208

9

Version 1
One-hundred three respondents were surveyed. Tables 1 through 3 provide the
frequencies (counts) of respondents’ party primary, the ballot reviewed, and whether the ballot
viewed was the one the respondent had just voted. As shown in Table 1, 68.0% of respondents
stated they voted in the Republican primary, and 32.0% stated that they voted in the Democratic
primary. Table 2 shows that 60.2% of the sample ballots reviewed were the correct ballot and
39.8% were the incorrect ballot. Out of the 103 respondents, 74.5% stated that the ballot they
reviewed as the correct ballot, and 25.5% stated that the ballot they reviewed was the incorrect
ballot. (Five out of the 103 respondents gave no definitive answer to the question.)
As shown in Table 4, of the 98 respondents who gave definitive answers as to the
correctness of the ballot, 59 were shown the correct ballot. Of them, 51 (86.4%) correctly
identified the correct ballot while eight (13.6%) misidentified the correct ballot as incorrect (a
false negative). Thirty-nine respondents were shown the incorrect ballot, and of them 17 (43.6%)
correctly identified that their ballot was incorrect. Twenty-two (56.4%) incorrectly identified the
incorrect ballot as correct (a false positive). A chi-square test indicated that these differences are
statistically significant.
Those who identified the incorrect ballot gave the following information when asked
what errors they saw on the ballot:
•
•
•
•
•
•
•
•
•
•
•
•

[Candidate name] 3rd or 4th column
[Candidate name] missing, [candidate name], School Board
[Candidate name] was on Dem ballot
[Candidate name] wrong, [other candidate name]
[listed three candidates' names], School Board
[listed three candidates' names]
3 or 4, Dist 9
30th rather than 29th and one other
All but [candidate name]
Don't recognize [candidate name] or the clerks
House 30th. Most were unchanged
Just general. I didn't study it
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•
•
•
•
•
•
•
•

Missing [candidate name]
Mostly the same
Not Registrar of Deeds, School Board
Republican candidate listed, [candidate name]
School board
School Board off
School Board, [candidate name] District 9
Some names are Republican and I want to say School Board is incorrect

Discussion
If voters’ memory of their own ballots were accurate and their recognition of the sample
ballots was correct, 39.8% should have identified that they were viewing the incorrect ballot.
Rather, only 25.5% of respondents stated that their ballot was incorrect. Furthermore, 13.6% of
respondents mistakenly reported that the correct ballot was incorrect. Such data indicates either
that voters’ memories of the ballots they voted on were incorrect, or that their recognition of the
ballot they were viewing was erroneous. In either case, the high number (more that 55%) of
false positives, if observed in actual verifications, indicates that most voters would verify
compromised ballot summary cards that misstated the votes cast a few seconds before.

IMPLICATIONS FOR ELECTION SYSTEM AUDITABILITY DESIGN
Because voting technology can be used to create competing evidence of voter intent 21,
system designers often search for a “gold standard” ballot that can be retained, protected, and
analyzed to determine, for example, whether error or malicious intrusion has corrupted data used
to obtain voting results. The principle reason for preferring paper for ballots of record, is the
difficulty of systematic, malicious attack on a stack of paper, and the creation of a permanent
audit trail for verification of results. This is a surprisingly controversial view, however. One
former Secretary of State has recently testified as to the contrary in Federal Court. 22 Although it
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seems obvious to us that hand-marked paper ballots are the simplest and most reliable way to
determine voter intent, others argue that the sordid history of suspect paper- ballot elections 23
justifies the consideration of more technologically complex solutions.
These are issues that go well beyond the scope of this paper, but our results are not
unrelated. Currently marketed and approved voting technologies require some form of
“verifiability” by the voter. If voters are asked to recall prior choices (rather than, say, present
evidence of those choices in the form of a hand-marked ballot), it is legitimate to also ask
whether voters with ordinary cognitive skills can reliably do so, and whether voters are likely to
attempt to verify their ballots.
The act of marking and presenting a hand marked paper ballot signals voter intent. In the
authors’ view, no further verification is needed because the self-authenticating paper ballot is the
best evidence of voter intent. Voter verification of an electronically produced paper record is a
confirmation of voter intent. It is a kind of test. But intent is a psychological state and therefore
cannot be directly accessed by any verifier. Verification of a ballot summary card involves both
voter willingness to focus on the card after voting, and memory of intent or prior actions.
Anyone conducting an experiment trying to infer voter intent by asking the voter to verify prior
choices runs into two psychological limitations.
The first limitation is that short-term human memory is a scarce cognitive resource.
Human beings cannot recall more than a dozen recent information chunks of information 24—
certainly not the dozens of choices in densely populated counties and precincts.
The second limitation is that cognitive biases intrude on a voter’s accurate recall of prior
choices. Existing methods for voter verification amount to “Here, look at this!” There is no
reason to believe that this or any verification protocol would be resilient to availability heuristics
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or the dozens of possible memory errors caused by priming, misattribution, suggestibility, serial
positioning, telescoping, or other effects. 25 Given the extent to which test subjects are known to
insist on the veracity of recollections that are demonstrably false or to agree with an
authoritative-sounding description of events that never happened, the use of recall in VVPAT
deserves further evaluation.
In a headlong rush to develop new voting technologies, designers may be sidestepping
critical questions whose answers affect the safety of election systems. Reducing the readability
of ballot summary cards does not increase one’s ability to verify. Ballot summary verification is
likely to be error-prone, and a number of popular ballot marking devices compound this problem
by attaching marks and codes that are not readable with reasonable effort by ordinary voters. The
result is a source document that is not a reliable document for post-election audits.
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Figure 1. Sample output of ES&S ExpressVote Ballot Marking Device
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Tables
Table 1: Primary that respondent voted in

Valid

Frequency Percent
33
32.0
70
68.0
103
100.0

Democrat
Republican
Total

Valid
Cumulative
Percent
Percent
32.0
32.0
68.0
100.0
100.0

Table 2: Ballot reviewed

Valid

1 (correct ballot)
2 (incorrect ballot)
Total

Frequency Percent
62
60.2
41
39.8
103
100.0

Valid
Cumulative
Percent
Percent
60.2
60.2
39.8
100.0
100.0

Table 3: Is this the ballot you just voted on?

Valid

Missing
Total

No
Yes
Total
-99

Frequency Percent
25
24.3
73
70.9
98
95.1
5
4.9
103
100.0
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Table 4: Is this the ballot you just voted on? * Ballot reviewed Crosstabulation
Ballot reviewed
1 (correct
2 (incorrect
ballot)
ballot)
Is this the ballot you No
Count
8
17
just voted on?
% within Ballot
13.6%
43.6%
reviewed
Yes Count
51
22
% within Ballot
86.4%
56.4%
reviewed
Total
Count
59
39
% within Ballot
100.0%
100.0%
reviewed

Total
25
25.5%
73
74.5%
98
100.0%

Chi-sq. = 11.143, signif. p ≤ 0.001
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Appendix: Sample Ballots
Correct Republican Sample Ballot
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Incorrect Republican Sample Ballot
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Key to Incorrect Republican Sample Ballot
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Correct Democratic Sample Ballot
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Incorrect Democratic Sample Ballot
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Key to Incorrect Democratic Sample Ballot
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