
Key Comments in Judge Totenberg’s 8/15/19 DRE Order 
 
 
“Similarly, Defendants’ denial and dodging before the Court regarding the known veracity of Logan 
Lamb’s proactive alerts to CES/KSU as to the broadscale vulnerability of its election servers, software, 
and databases both undermines the credibility of Defendants’ representations and signals the election 
system problems that would continue upon CES’s transfer to the Secretary of State’s Office. The 
scenario underlying the transfer of the CES’s functions back to the Secretary of State’s Office provides 
a troubling background context for the elections of 2018 and beyond.” P71 
 
“The Court cannot fathom why Defendants’ prior counsel did not proceed with their representation to 
Plaintiffs’ counsel in their October 26, 2018 notice of intent to subpoena the FBI’s CES/KSU server 
images for evidentiary preservation purposes” P71 
 
“But the core reality is that the State retained neither Ms. Payton nor its other expert, Dr. Michael 
Shamos, to conduct an actual cybersecurity review and analysis of the GEMS/DRE system and 
databases or the statewide voter registration system or Elections Division, apart from Fortalice’s 
general risk assessment analysis.” P74 
 
“Most significantly, the SOS never asked or contracted with Fortalice to perform a specific 
cybersecurity evaluation of the security issues facing the SOS elections division and related county 
election offices, or the security vulnerability and integrity of the GEMS System both within SOS and its 
county elections counterparts, or the State's voting databases and electronic pollbooks.” P76 
 
“But all of these issues should have been squarely on Defendants’ radar – and vividly so after the 
Court’s order of September 17, 2018 and the ensuing 2018 election.” P77 
 
“Strangely, while SOS Chief Information Officer Beaver declared in his August 2018 and July 2019 
affidavits in this case (Docs. 265-1, 472-2) that penetration testing had been conducted as an 
apparent indication of SOS remedial measures, his declarations never even hinted that Fortalice had 
actually successfully penetrated a major SOS network and data system that would allow the 
“attacker” access to information as to architecture of the entire system by obtaining control over the 
domain. Nor did Mr. Beaver ever clarify, contrary to his representations in his 2018 affidavit, that the 
SOS had never requested or authorized focused penetration testing of the Election Division, the GEMS 
database and server system, the eNet or voter registration system, or the SOS election services 
vendors. P78 
 
“Indeed, in his testimony at the July 25, 2019 hearing, Mr. Beaver, the CIO of SOS, could not recall any 
of the identified issues or recommendations in the February 2018 report until he was furnished a copy 
of the report to review. The SOS – and its staff – have consistently previously maintained before this 
Court that there are no problems with the voter registration data system and database that generate 
the ExpressPoll electronic report that is the gateway for voters at the polls. Further, the SOS, which 
was in exclusive control of the Fortalice/Cloudburst Report information regarding the system’s 
exposure of the voter registration database and its severe vulnerability at the time of the September 
2018 preliminary injunction hearing, never disclosed any form of this information, even though the 
integrity of the voter database was squarely at issue then.” P83 
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“In this same vein, Defendants contended that Logan Lamb’s ability to access through the KSU CES 
server multiple gigabytes of voter registration data from CES databases filled with the personal 
identifying information of millions of Georgia voters as well as county and state election staff 
passwords was not of real significance. The evidence clearly indicates to the contrary.” P84 
 

“Mr. Beaver’s view neglects to consider that any cyber intruder’s scraping of voter personal 
information from the My Voter Page website could easily be used in other nefarious ways in the 
election process. Indeed, this concern clearly was identified in warnings provided by the FBI and the 
Department of Homeland Security as well as in the United States’ 2018 indictment of multiple Russian 
agents” P88 
 
“Most recently, on July 1, 2019, the SOS assumed operational responsibility for hosting the SOS/PCC 
Technology database. However, the Secretary of State has continued to contract with PCC to maintain 
its software application for which needed patches are not available and which Fortalice viewed as 
critically vulnerable.” P88 

 
“The voter registration database, containing millions of Georgia voters’ personal identifying 
information, plays a vital role in the proper functioning of the voting system. Yet it has been open to 
access, alteration, and likely some degree of virus and malware infection for years, whether in 
connection with: CES/KSU’s handling of the system and data and failure to address these 
circumstances upon transfer of CES’s functions back to the SOS; failure to remediate the database, 
software and data system flaws and deficiencies; or exposure of the widespread access to passwords 
to the voter registration data system throughout the SOS, CES/KSU, the 159 counties, or the public via 
the virtual open portal maintained at CES/KSU” P88 
 
“All told, though, the picture remains that in the current cyber environment, the  resent voting system 
and voter registration database and system, as constituted and administered by the SOS and counties, 
bear critical deficiencies and risks that impact the reliability and integrity of the voting system 
process.” P89 
 
“In support of their 2019 preliminary injunction motions, Plaintiffs provided affidavits from 137 
Georgia voters, two county poll workers and fifteen poll watchers describing a variety of problematic 

issues with the voting process in the November 2018 general election.“ P90 

 


